Safesmart Online
Help-Access Control
Management System



Table of Contents

1. Brief INTrOAUCTION .o.ueiiieeieeeeeeee ettt ettt ettt e bttt et e b e e be e be e bt ebeeseeseen 3
1.0 SUMIMANIZE ettt ettt e e st e st e st e e e sssbe e e s smeeeesennaeeesanne 3
1.2 NEW FEATUIES ..ttt ettt sttt e st e e s ere e e s s sre e e senaeeesanne 3
1.3 Areas Of APPIICATION . ...iiiiciiieieiriee ettt ettt et estt e e esre e e e etree e e teeeeeabaeesesaeeeenasaeeeesreeennns 5

2. INSTAlIAtION GUILE...couiiiiieiieitee ettt st b e bt s bt e s bt e st e s aeesatesatesatesaeesaeesaee 5
2.1 Installation REQUINEMENT ......ciieiiiee ettt eetre e et e e eetree e e sreeeeetreeeesaneeeeearaeesesbeeesanseeeenn 5
2.2 INSEAlIATION SEEPS. uveieiiureeeeeireeeeeiteeeeetee e eeette e e estreeeestbeeeesbbeeeesasaeeeesbaeesssseeeesssaeeeesseeesansaeeens 6

B QUUICK STAMT 1enteeteete ettt ettt ettt ettt e et e et e et e et e et e e be et e e be et e e bt ebeebe e teebeeteenteens 10
N Y] a7 | ¢ o =1 TRt 11
3.2 Setup Serial POrt ComMmMUNICATION ......cccuveeieiieeeceree e cciree e ecree e eeeree e e treeeesbreeeeabeeeeenreeeennns 12
3.3 AAd CONLIOIIEI...cutiiteeteeieet ettt ettt et e bt e bt e bt e bt e bt e nbeenbeenbeenbeenseensean 13
3.4 Test Conmmunication and AdJUST TIME .....cccueeeiiiieeeiiciee e eceeeeerree e eeerre e e eereee e eereeeeenreeeenns 15
o T Yo T g Y= AU | o N 16
3.6 REGISTEN Cald....eeiciiieiciiee ettt ettt ettt e ettt eeette e e e s tr e e e e ataeeeeabaeesesbeeesnasaeeeensaeesasseeennns 18
3.7 Setup EMployee INfOrmation .........eeeeiciie et e e e rae e e naeeeenns 19
3.8 SEtUP DOWNIOAA ....oviieeiieie ettt et e et e e e e are e e s abee e s aaaeeeenraeesnnneeeeennns 20

AL USEE IMMANUA .ttt ettt ettt et e b et e bt e bt et e e bt et e e bt e bt e be e be e beenaeeaeen 22
4.1 Hardware CONNECTION ....cccueeieeieeieeieest ettt ettt ettt e s bt e s bt e s bt e saeesaeesaeesaeesaeesaeesaeesneenas 22

4.1.1 Controller Hardware INterface Map........coccvveeeeiieeeieiiee et eecree e eeivee e eenree e snaee e 23
4.1.2 RS232 Connection Way between Controller and PC ........cccceeeeviieeeeciieee e, 24
4.1.3 RS485 Connection Way between Controller and PC .........cccoveevivieiiiiinncieeniee e 25
4.1.4 The Connect between Controller and Network.........coccveeceeriieiiieenieenieenee e 26
4.1.5 Electric-Lock UsSing METhOd ........cocuiiiiiiiiiieiiie ittt sttt 28
4.1.6 Door-magnet and Alarm Light CONNECLION .....ccccviiiiiiiiiiiriee e 29
) - 1 A o (0 = - o 29
4.3 Introduction t0 Main INtErface ......cociiriirieiieeeeteee ettt s 30
4.4 View, WindOW and LAYOUL........cccciiiiiiiee e ceccciiieee e s ceririee e e e e e e vrae e e e s s e eensaaaaeeseeennnnanaeeeas 34
4.5 WindoW INTrOQUCTION ..ceuiiiiiiiiiieeiteeee ettt st st st esnee s nee e 38
S oY o 1T 4V o | SRR 41
4.7 Plateform IMBNU.....coueeieeieeieeieeieeie ettt ettt ettt s bt e s bt e s bt e s bt e s bt e s bt e s bt e saeesbeesbeesaeenaes 43
4.7.1User ManagemeNnt ...ccccceiiiiieiii e, 43
A.7.2 REIOZON ..uveeeetteee ettt ettt ettt e e ettt e e et e e e e taeeesebaeeeeaseee e sbaeee e sbeeeeanseeeesanseaeeesreeenns 45
4.7.3 Change PasSWOIT .......ccccuveeieiieeeeeireeeeeteeeeeteeeeeeteeeeetaeeesebaeeeessseeeessseeesnsseeeesnsseeenns 45
.74 Print PreVIEW....coi ittt ettt 46
4.7.5 PriNt PreVIEW....ciiiiiiiii ittt ettt sae e s enae e 47
A.7.6 Page SETUP oo, a7
4.7.7 Database ManagemeENt.......ccueieicuieeeeiieeeeeieee e eeteeeeeteeeeeereeeestreeeeeateeeesenreeeeesaeeeens 51
3 o (oY= o 1Y/ [ Yo [T TP 52
BT EXIT ettt ettt st st sttt s h e bt b e s he e she e sbe e s he e b e naes 52
4.8 VIEW IMENU .ttt et et s sra e s erae e e 52
T Y= BT o T 1Y/ = o U N 53



A.9.1SrIal POIt oo 54

4.9.2 CONVEITRE ittt ettt sttt e st e e s re e e s re e e s sme e e e senrenessmneeesan 55
4.9.3 Week SChedUIE ......ooeeiieeeee e e st 57
4.9.4 NetWOrk CONLIOlEr....cooiiiie ettt 59
4.9.5 HOlIdAy SCHEAUIE ...uveeeereeeceee ettt et e e e etre e e e aneeeeeareeeenn 61
4.9.6 CONLIOIIRY 1.ttt st st st st st sae e sae e sbe e sae e s b e e 63
I T - 1 0 RSSO S PRSP 69
LR Lo To | OO PR OPPPT PP 72
4.9.9 ACCESS GIOUPD 1 oiiiieiiiii i 76
e T O 6= oo PSSP USRS 78

A.9. 11 DEPAITMENT oo 80

4.9, 12 EMPIOYEE ...ttt ettt ettt ettt e e tee e e et e e s e bae e e s tbeeeeetbeeeeenbeeeeetreeeeenraeeeans 82
4.9.13 DOWNIOAA SETUP «evvieeiiriieieieeee ettt e ettt ettt e ettt e e e e tre e e e etbeeeeetbeeeeenbeeeessreaeeensaeeenns 86
4.9.14 Upload EVENT RECOIUS ....cccccurieeieiieeeceieee ettt ee ettt e et e e etre e e s eabaeeeseareeeeeareeesenbaeeeens 87
4.9.15 Upload Alarm RECOIAS ......cuveiiiiiieeieiieeeceieeeeeereeeeeteeeeeetreeeeetreeeesabeeeesaseseeeaseeeeens 89
4.10 MONIEOE IMIENU ittt ittt b e s st sba e e e saraeessa 90
4.10.1 Eit IMOTE .ottt ettt et et e b e 91
4.10.2 MONITONNE MOUE coeeeiiiee ettt ettt e e e e e be e e e s etbeeesebreeeseabaeeesnraeens 96
.10 QUETY IMIBNUL ettt nnn 99
4.11.1 Controller INfOrmMation.........ccuierieeriieeniee et e e seee e saee e sabeesbeeens 100

5 0 To o] g 121 (o T4 4 - 1 o o F OSSPSR 101
4.11.3 EMPloyee INfOrmation .....ccccecieiriiiiiie ettt en 102
4.11.4 Card INfOrmMatioN......coivieiiee ettt st e sbe e s beeens 103
4.10.5 EVENT RECOIT .uiiiiiiiiiiieeiiee ettt ettt e et sate e sabe e sabe e sbeesbaeesaseesabeesnbeeens 103
4.11.6 AlQrm RECOIT ...ttt ettt et ettt st e st s e e e e e e e saree s 104
4.11.7 Real-time MONItor EVENT......ccceiiiiiiiieeiieeeiee ettt 104
4.11.8 Real-time Monitor Alarm ........ooiieiiee et s 105
.10, SYSTOIM LOg .. s 106
4,12 LanNGUAEE IMBNU ...uiiiiii e aananannan 106
.13 SYSTEM IVIEBNU .. aaaannnnaannnnn 106
A 1A HEIP IMEBNU ..ttt ettt e eectee e eetve e e et ee e etbeeeeebaeeeeaabaeeeessaeeeassseeesssaeesansseeesnsseeenan 107
LS TR 72 © OSSOSO PO PPRPPTR PP 107
Y [o (=T oo I IO PP OO PP PPRRPPPPI 108
6.1 Instruction for Management TOOIDATr ........cccuveeieiiiee i 108
6.2 Select Method for Ite@mMS OF LiSt.......coeviieiiiiiiiieiieeeeee et 109



1. Brief Introduction

=——— Welcome to
= . Safesmart Security Platform

==
L= —
.:-.' - e
= |

Welcome to use online help for Safesmart Security system Management Platform.

This online help is only for the software platform and security Management Subsystem. Help for other
subsystems can be found in the "System" menu.

Summarize(See 1.1)

New Function(See 1.2)

Areas of Application(See 1.3)

1.1 Summarize

Safesmart Security System Management Platform is an innovation software which works for M
controller series. In addition to all functions of the second-generation software,safesmart adopts such
features of second-generation software as software infterface, dynamic help and so on. When work
with M controller series, safesmart can serve small and medium enterprises for access control and
attendance management, as well as work with CCTV and alarm devices. The system is easy to

manage, install and use.

Further Check"Installation Requirement(See 2.1)"and"Areas of Application(See 1.3)".

1.2 New Features

C__:‘IO New Features

Customized Interface



Software GUI is more visual and convenient. The function interface window can be moved, hidden,
enlarged/minimized and grouped conveniently. The user can adjust the display size and software
interface as perferred.

Dynamic Help
When user clicks any setup button in software, an instruction for the button will be displayed.

Smart Download

System will only download changed data to controller, it can save download time.

Custom Reader Protocol
The communication protocol which between controller and reader can be changed by software setup.
User can select multiple readers.

Batch Operation
Software supports multiple selection and operation, which can greatly improve work efficiency.

DVR Linkage
Software can work with DVR, user can check DVR video in real-time monitoring, when event or alarm
happen, software will require DVR start to record. The video can be found by double-clicking event or

alarm record in query interface.

Image Snapshot
Under real-time monitoring mode, when video compression card is installed in PC, the user can check
the video for monitoring position. In case of occurance of events or alarm, software will snapshot

automatically.

Modulated Design

Basing on an unique platform, the software is characterized by modulated design, unique style and
unlimited upgrade capability. Currently, the software consists of access control module and attendance
module, which can both work independently. User can use any of all modules. When new module is
developed, user can add the new module into exiting plaftform easily.

Excellent Attendance Module

Compare to other controller-based attendance management system, the software provides more
complete attendance functions such as three-shift attendance, cross-day attendance, overtime
calculation, thimework payment, work-arrangement base on month/day, flexible lunch/dinner time etc.
The attendance management module itself can serve as a professional attendance management

system independently.

Multi-language
User can change any character string for interface character, dynamic help and externally files. The

system can support multi-languages.



1.3 Areas of Application

Product:

M Controller Series

Areas of Application

Safesmart security platform can be applied for commercial offices, governments, R&D instituations,
industrial enterprises, intelligent buildings, intelligent residential areas, banks, financial organizations,
prisons, detention houses, airports, subways, hospitals, customs and so on.

2. Installation Guide

Thank you for using our system.

Before installation, please study the user manual carefully for information on installation, method of use
and terms of use.

Basic Information

Application Plaftform:Windows 2000(sp4), Windows 2003 Server, Windows XP, Windows Vista,
Windows 7

Browser: Microsoft Internet Explore V5.0 or above.
Language: English

Software Property: Controllers management software.
How to install? please refer to:

Installation Requirement(See 2.1)

Installation Steps(See 2.2)

2.1 Installation Requirement

PC must satify the basic requirements in the following sheet. The system can work without confirming
with the "Recommend" items. However, users are strongly recommended to adopt systems satisfying

the "Recommend" configuration which can ensure prima system performance.

When install software, your PC will satify to following system requirement.



Items ‘ Requirement

Processor Min. Pentium Il CUP, 800MHz

Recommend: Pentium I11,1G MHz

Memory Windows 2000(sp4) - 512MB, Windows 2003 Server - 512MB, Windows XP
Home - 192MB, Windows XP Professional and Windows Server 2003 - 256MB,
Windows Vista - 1GB, Windows 7 - 1GB

Recommend: XP Home: 256MB, XP Professional and Windows Server 2003:
512MB

Hard Disk System driver 200MB at least, software installation installed driver is 2.1GB*

Capacity

Operation System | Windows 2000, Windows XP, Windows Server 2003, Windows Vista, Windows 7

IE Microsoft Internet Explorer 5.0 at least. Recommend 6.0 at lease

CD-ROM driver or | CD-driver is required if the software is to be installed via CD.
DVD-ROM

Video 800 x 600, 16 bits color
Recommend: 1024 x 768, 24 bits color

Mouse Microsoft mouse or compatible device
USB Interface At least one hardware interface of USB V1.0 or above
Series port / RS232 or RS485 series port or internet RJ45 ethernet interface’

Network port

"When start software installation program, the default installation location is system driver.However,usr
can install the software in any driver. In order to ensure proper performance of the syste,the system
driver must have extra space. Thus, no matter wherever the software is to be installed, please ensure
system driver has enough memory. At the same time, for saving database and pictures, sufficient
memory should be kept for the driver where the software is installed.

’The interface is used for connecting with controller. Please refer to controller user manaul for more
information. If no controller is connected, some software functions can not be used.

2.2 Installation Steps

Before install software, please close other programs and ensure your PC can satisfy the Installation
Requirement(See 2.1), If the software has been installed before, please delete the prior version by
"Add or Delete Program" menu, otherwise, software installation may fail. Following pictures may differ
from your actual situation. This maybe caused by operation system or application requirement, and
which will not affect the performance of the system.

1. Please find setup.exe or setup file in installation file (usually, it can be found in the CD delivered with

the products). The setup.exe is in root directory of installation file. User can start the program by



clicking the file icon.

2. It will take some time to gather the system parameter of your PC. The time taken depends on device
configuration (may need several seconds or several minutes). Then the welcome page will be

displayed as below:

Welcome to the InstallShield Wizard for
Safesmart Security Platform

The InstallShigldiR) Wizard will install Safesmart Securiky
Platform on wour computer, To conkinue, click Mesxt.

WARMIMNG: This program is protected by copyright law and
inkernational kreaties,

< Back [ Mext> [ Cancel

Please read installation prompt, if you ensure to install software, please press "Next" button to continue,
if not, please press "Cancel" to exit install program. In further installation steps, you will select "Back",
"Next"and "Cancel" button to back to last step, continue and exit install program. We will do not explain
it in furture.

3. Press "Next" to enter "Customer Information” interface (showed following pricture), User can input
user name and company information, you also do not input it.



i'-,% Safezmart Security Platform — InstallShield Wizard [Z|
Customer Information

Please enter your information,

User Mame:

Qrganization:

[ « Back ” Mexk = ] [ Cancel

4. User can select installation directory( showed following picture), default dirctory is system driver
program list. We suggest you install other directory that has enough memory space.

i'-,% Safezmart Security Platform — InstallShield Wizard [Z|

Destination Folder

Click Mext ko install ko this Folder, or click Change ko inskall ko a different Fao

Install Safesmart Security Platform ko:
C:13afesmart Security Platfarm),

< Back ]| Mext > [ Cancel

Press "Change" button to select directorty, after you select installation dierctory, press "OK" to back.
Notice: For Windows Vista and Windows 7 user, dure to this two operation systems reinforce user
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access management, so under default, some directories are not allowed to access for operation user
(including administrator), and change the directory informatin directly. The directory include "Program
Files", "Windows" and so on. Please do not install the system in those directorties, or software can not

work well.
5. After press "Next", the program will ask your comfirmation again. If you ensure setup is correct,

please click "Install" button to install, if not, back to last setup to change setup by press "Back" button,

or press "Cancel" button to exit installation program.

i'-;!;l Safezmart Security Platform — InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation,

lick Install to begin the installation,

If wou wank ko review or change any of your installation settings, click Back, Click Cancel ko
exit the wizard,

< Back ]| Install { [ Cancel

6. After click "Install", system will install the software and database automatically. It will spend you some
time to gether your system parameter. The time will depand on your device configuration and other
situation(maybe need several seconds or several minutes). In the process of installation, you can press

"Cancel" button to exit installation program.

7. At last, after system is installed, following picture will be displayed:



InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Safesmart
~ Security Platfarm, Click Finish o exit the wizard,

[] Launch the program

Firish Cancel

If you find this interface, we congratulate to you, the software is installed successfully. Please press
"Finish" button to end it. Before you press "Finish" button, if user select "Launch the program”, then the
software will be started after installation program exit.

.'I.{__
In the future, you can double-click tabletop shortcuticon * ™ or click operation system menu "Start"->

"All Program"->"Safesmart Security System Management Platform"-> "Safesmart"to run the software.

3. Quick Start

Quick Start is designed for new users who are not familiar with our system. It helps the user to use
software and basic setup, in order to make software under working state. User can open the door via
preseting card after setup finished. setup hardware, arrange employee shift and attendance count. At

the same time, the quick start will introduce some basic knowledge on attendance system. This

information will be marked with "icons "and written in grey.The user may ignore this supportive
information. However, we would like to suggest all end users read it carefully. User can also find more
detailed information in "Uer Manual”(See 4.) If user has any questions on the software, please check
"FAQ(See 5.)", where the answers maybe found.

Before start, please connect controller or integrated access controller with PC. Please refer to controller
user manual or go to"Hardware Connection Method(See 4.1)"for more details.

10



Click here (See 3.1)to start. Click any items you want to know and you can enter the step directly.
Quick Start Flow Chart

Login Software

FPleaze connect computer wyith,
_:u:-:untru:uller via zerial port zince,
I TCPAP port will not be :
:demnnstrated in Quick Start. :

1
1

I
1
1

Setup Serial Port Setup [P Address JEEEE

:If R54585 converter is not
1available, R5232 can be used.
rinstesd. '

Test Cammunication and Adjust Time

3.1 Software Login

After open PC and enter operation system, please find the software icon on operation system

.'I.‘r‘
tabletop * . Double-click the icon to start software, then following login interface will pop up:

Safesmart Security Platform

Lsername |ﬁ-‘«dmini5trat|:|r —|— 1 Input Username

Passward || —I—-D| 2 Input Password(Blank means no passward) |

v
Expert Maode .'=E3.Cliu:k o

[ oK !] [ Cancel ]

Input username as "Administrator”(case sensitive) and default password (default password is empty).

Atfter click "OK", the user will enter main operation interface as superuser.

Superuser has the supreme authority to operate the software and its access group and
username can not be changed. If user logins with other identity, some software functions can not
be displayed. Please input the changed password if superuser password has been changed.

11



Next(See 3.2)  Return(See 3.)

3.2 Setup Serial Port Communication

% When Controller connects with PC by RS232/RS485 (without TCP/IP converter), the software
will communicate and change data with controller by RS232 serial port. Thus, the

communication rate of PC serial port must be the same as controller.

Please setup PC communication rate following the red box information (the numbers at the beginning
indicate the sequence of setting up the controller). It is recommended to setup both PC and Controller

communication rate at 19200bps.

IhS Safesmart Security Platform — Access Control Hanagement System

Flatform Yiew Setup Monitor Buery Language System Help
FledeFHE L @0 €
| Setup | Real-time Manitor | Infarmation Query |
= Communication Setup| | Serial Port X L4 | Dynamic Help x
@ Serial F‘Drt—b| 1. Click to open serial port setup view |
o Converter = [ Serial Port List i EIB"F' t
£ Metwork Comtroller etial Port Lis : asic Parameter Serial Port
= () Schedue Serial Port 1 R ERNEEICRE 19200bps C omLmuni C
Wiek Schedule @ Serial Port 2 9600bps 1
X il
&% Haliday Schedule = Serlal Port 3 | Rate
= & Hardware Setup @ Ser!al Part 4 3. Click communicstion rate Th il port ~
7 cController Seridl Port 5 property e serial po -
L alarm = Serial Port 6 communication rate
[ Door @y Seridl Port 7 2. Click the serial port connecte (between software
=4 Ermployes Setup & Serlal Port 8 with confraller and controller),
Iz Access Group Serial Port 9 4. Chose communication rate in the hlgher Val“_e
& Card & Serial Part 10 list (19200kps i suggested) indicates higher
& Departrent @ Serial Port 11 speed.
&, Emplovee Seridl Port 12
= @& Other Serial Port 13 Unit is bps.
Downioad Setup & Seridl Port 14 —
% Upload Event Recc @ Seridl Part 15 b Why are there "*
[ Upload &larm Reco Serial Port 16 behind property and
Seridl Port 17 % property is bold type
font?
Tasll< Rnlepurtl ted x P wWhy is the saved —
[11:10:45] ?a\rg CDmDEtf ' button stil forbidden
[13:10:45] : "Serial Port 1" rate saved successfully: 6. Setup completed once fask report fer property
[11:10:45] : Saving, please wait. ., windowy indicates "saved” anged?
P wWhy property is
< | > forbidden or hidden?
MM Current User: Adrinistrator

Notice:

1. If the communication port in software is the same with controller, you can skip over this chapter.

2. For Step 1, Please make sure you are in "Attendance Management System", if not, please cut over
by "System" ->"Attendance Management System". If software do not in Setup interface, please open
Serial Port setup view by main menu "Management".

3. For step 5, If your communication rate vaule have not changed, the software will think do not need
save, and "Save" button will be forbidden.

4. If view window position is different from above showed pricture or closed, user can restore view

12



layout by "Veiw"-> "Restore View Layout" before step 2.

Please notice that software communication rate must the same with controller hardware. How to setup
controller, please refer to following picture. The integrated access controller please refer to user manaul

that package with hardware.

/

[H:I]]gl:l
O~[1 o
O« 1 o
O=1] O
Qw1 p
O=T p
O~ il

-5

SW1

Mo Gi7 78 DIP Switch=
for rate change

O O O Y Y e O e | o O e O e O O s O |
JoABEEAL aafalululalals
1 2 3 4 5 68 7 8 1 2 3 4 5 8 7 8
e s [y oy CT T T OJ 7 7 7 O
19200bps 9600bps

Please change controller 6, 7, 8 dial switch. For example, If user want to setup 19200bps, please dial 8

far away from NO position.

Warning: In case damage the device, before you setup controlelr communication rate, please

make sure controller is power off.

Prev(See 3.1) Next(See 3.3)  Return(See 3.)

3.3 Add Controller

One PC may have more than one serial ports and each serial port can connect with multiple
controllers. User should add all controllers in the software and change their parameters. Adding
and setting up controller information are very important since the software only manages the

controllers added into the software.

Please add the controller following the information indicated in the red box (the numbers at the

beginning indicate the sequence of setting up the controller).

13



-bs Safesmart Security Platform — Attendance Nanagement System

Platform Yiew Setup Monitor Huery Language System Help

CUH s @EE LN QL ¢

| Setup | Real-time Manitar | Infarmation Query |

=] @ Carnrunication Setup) S o .1 Property X || Dynamic Help X

@ Serial Port A R g ; :
H—-| 5. Click"Save"to save modified operations
<F Converter H ’ B

= [ Cantraller List Bl Basic Parameter i
B2 Network Contraler | = £ ¥ ew Contioler Controller List
=& Schedule AR Marme New Controler

Week Sc'1 - Click to open cortroller sefup ViBW| fModel* — Controller List window wil lst
Huoliday Schedule - Lmd o mmmiem L.
= & %rdwarevSetup 2. Right click any posttion of the Doar Quartity* 1 4. Setup controller model,
cartraller list (az it is shown Reader Cormmuri,..  Wieoand 26 communication mode
4 Contraller . - ; '
£ alam in braken frame) to open menu r connected serial port and
& Door T_ Reyersed Select Port N controlletr aﬁdress far the B
! nes contro
= & EleDYEE Setup TS0 TIT=TT O F o0 g
Lrg Access Group Delete Controller — prupert}f andl save in
o Card Properties window. Please
& Departrnent Search Controller refer to Select Method. User
& Employes . can setup many selected
=@ Other + 3. Click "Add Cortroller”, then "hew controllers at the same time.
¢4 Download Setup Detect Controller Contraller will be shown in
{® Uplnad Event Recc L controller list and ts property wil In the list click right mouse ,
i Upload Alarm Reco bie shown in property windaw command menu wil pop up,
this menu include following
orders:
<
T x 1. Select all
[ A | Function: Select all items in
[11:16:12] : Save Controller ‘Mew Controler” successiully, —f - Sefup completed once task report
¢ | s ) ) I ) window indicates "saved v
k5 41 [11:16:091 : Saving modification. tlease wait... )
NUM | Current User: Adrministrator
Notice:

1.For Step 1, Please make sure you are in "Attendance Management System", if not, please cut over
by "System" ->"Attendance Management System". If software do not in Setup interface, please open
Serial Port setup view by main menu "Management".

2. If view window position is different from above showed pricture or closed, user can restore view
layout by "Veiw"-> "Restore View Layout" before step 2.

To Change Controller Parameter

If operation is finished, but you find controller parameter is wrong, You need click the controller name
under Controller List in this veiw. After you edit the parameter, please click "Save" (Showed in step 5). It
is the same way to change other elements, we will do not describle in future.

Please notice that software address must the same with controller hardware. How to setup controller,

please refer to following picture. The integrated access controller please refer to user manaul that
package with hardware:

14



==DIP switch No_1-7 adjust
identification address

Controller Address =V1x1+V2x2+V3x4+V4x8+V5x 16 +V6x32 +V7x64

V1 is dial switch 1. When dial switch 1 far away from NO position, V1 value is 1. When dial switch
nearly by ON position, V1 value is 0. V2, V3, V4, V5, V6, V7 is similar with V1, it's the vaule for 2, 3, 4, 5,
6, 7 dial switch.

Warning: In case damage the device, before you setup controlelr communication rate, please

make sure controller is power off.

Prev(See 3.2) Next(See 3.4)  Return(See 3.)

3.4 Test Conmmunication and Adjust
Time

After add the controller, please test the connection between controller and PC in controller setup

interface. If the connection is correct, adjust the controller time.

Both access controller or integrated access controller have internal clock which must be the
same as real time. Controller will get the present time from built-in clock once it starts to work.

If controller time is incorrect, the controller can not work properly.

Test the communication between new controller and PC following the information indicated in the red

box (the numbers at the beginning indicate the sequence of setting up the controller).

15



rhs Safesmart Security Platform — Access Control Nanagement System

Flatform View Setup Monitor OQuery Languaze Swstem Help
FUad @ W QL e
| Sefup | Real-time Maritar | Information Query |
=€) Communication Setup | NEERHE; L4 | Property X || Dynamic Help X
& Setidl Port | 42 :
¥ = = | (L
o Converter [é; Controller List Bl Basic P. t A |
ontroller Lis asic Parameter ;
B Netwark Cantraller a 2 antroller List
=-E Schedule Felect all
Week Schedule Reversed Jelect troller List window wil st 2
&% Holiday Schedule 1. Right click "Mew dded controllers.
=] & Hardware Setup Controller to open Add Controller
8 Controller Mmenu Delete Controller cer wants to setup
Ll alarm Search 1 troller, please select
i ooor garch Lontraller trollers in this controller
=& Employes Setup Start Smart Townlead Then try to change
d& Access Group 2 Click "Detect T —— erty and save in
& Card et il rties window. Pl
Cortroller Initialize Controller erties window. Please
& Departrnent st T rto Select Method. User
& Employes just Time setup many selected
=@ Other ¢ y hequire Current Time trollers at the same time.
& Doyyigsd S=t.p Task Report Change controller password AR
(B Upload Event Recc - T he list click right mouse ,
(& Upload Alarm Recol| [11:21:42] : Detecting g Adiust communication passwerd mand menu wil pop up,
[11:21:42]; Contraller |7 Adjust ell controller communication passwords  |many include following
— || orders:
----Hardware Version: 1.0 P — _—
- . Check task report. Communication 1. Select all
---BIOS Version: 1.8 ™| established once information in Function: Select all items in
---Maxirmum ermployess: 20000 green display the st :
-——-Mayimum records: 70000 b )
¢ | o= ' 3 || 2ReversedSelet =~
NUM | Current User: Administrataor

If there are no green controller information in Task Report, it shows communication is unnormal, there
will display the error information in Task Report. So now you have to return to previous chapter to check
whether the operation is correct or not. Such as detect connection between controller and PC,
communication rate dail switch, address dail switch and so on.

After test controller communication successfully, user have to return to default and adjust controller
time. This two steps are very important, user must carry out. Their steps are similar with detect
controller, only the selected menu is differance from Step 2. Please ensure operation system time is
correct, because when user adjust controller time, the software will follow operation system time.
Prev(See 3.3)

Next(See 3.6)  Return(See 3.)

3.5 Door Setup

One controller can manage more than one door. Different controller models can manage
different number of doors. The controller in the examples only manages one door. Different
enter/exit requirements or hardware devices are needed for different doors, which can be

configured via software.

If the system has no door-magnet or exit button, or the door-magnet and exit button are normal-open,
this chapter can be ignored.
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Door-magnet can detect door state (one door has one door-magnet). Once open door is
detected, door-magnet will send alarm signal to alarm input interface; then controller receives
the alarm signal and initiate responses as pre-configured in the software. Door-magnet can be
normal-open or normal-close.

Reader parameter can be set up in Door Setup view. A reader can connect with a door only,
but a door can connect with one or two readers (enter and exit). Different controllers can

manage different number of doors and readers.

After new controller is added, software will add the number of doors into controller automatically. User
also can setup it in "Door" view. For details, please refer to red box information, the numbers at the
beginning indicate the sequence of setting up.

I"S Safesmart Security Platform — Access Control Nanagement System

Flatform ¥iew Setup Monitor Query Language Swystem Help
UGS PEELW 0 ¢
| Setup | Real-time Manitar | Infarmation Query |
=] @ Cornrmunication Setup | Door x riy L4 | Dynamic Help X
@& Serial Port : ! 4 e — = - :
=¢= Convartar | o @ ?:i | H—I-I 4_Click "Save" to save the modified operations | = |
Network Cortroller | = £ Door List B Basic Parameter » :
=@ %hedule B Mew Controller-1 Mame 1 Button Type
week Schedule : There are two types: w
i SH& Id-lulidaySScthedule |2 Cick onthe rame of door | Door Lack Relay Output 1 "normal open” and
#h Hardware Setup Ctart to Latch Mode Mo normal close". Please
g Controller | ) 0 —— setup the property
Ll alarm No_rma-open Week .. Al weeks and all day... according to button
FE] Door—s{1. Click to open door setup view B Exit Button Parameter type.
=& Employee Sefup Button Type™* Normal-Open
& Arcess Grgup : Mlatica: TF catin ic
% o Invalid Button Wee... Al weeks and al day..._. e S
& Department B Door-magnet Parameter type and door-magnet
£, Emploves Door-magnet Type  Normal-Cpen type a3 recuired
=@ Other Tirme of Door-open ... 3
¢4 Download Setup Door Lock delay (s) 3 b Why are there "*"
{B Upload Event Reco B Reader 1 Parameter behind property and
(&% Upload Alarm Reco Name Enter property is bold type
¢ 3 +| | font?
b Why is the saved
Task Report X || button stil forbidden
[11:27:41] : Save completed. #| afeer property
[11:27:41] : Save doar "Mew Contraller-1" completed.—»{ 5 Setup completed once task hanged?
[11:27:40] : Saving Modification, please wait... report indicates "saved” Why property is
¢ 3 || [11:26:38] : Refreshing daar list completed. || Torbidden or hidden?
| S ] P
NUM | Current User: Administrataor
Note:

1. For step 1, Please make sure you are in "Access Control Management System". Otherwise, please
select "System" -> and then "Access Control Management System"”. If software is not in Setup window,
please select "Setup" -> and then "Door".

2. For step 4, if communication rate is not changed, save will be considered as unnecessary and the
"Save" button will be not usable.

3. If view window is closed or different from above shown picture, user can restore view layout by
"View" -> "Restore View Layout" before step 2.

Prev.(See 3.4)

Next (See 3.6)  Return(See 3.)
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3.6 Register Card

Before setup employee, Please add the card in software. User can add multiple cards following the
information indicated in the red box.

,bs Safesmart Security Platform — Access Control Nanagement System

PFlatform Yiew Setup Monitor Query Langage System Help

UGS FEEI LM M €

| Setup | Feal-tirme Manitar | Information Query |
= @ Communcaton setp Oy e x
%ot 7 e aing o, ik CarelOpaator' o ) = |
B Wetwork Controller | Card Number | Card Holder State Time of addin | Card Row
]
=z Schedule | B66 Mewy Employes  Distrbuted  2010-05-20 1° |
wesk Schedule || 129875 Moredistrib,,,  2010-05-19 16 || Each row displays added card A
Holiday Schedule || 120578 Mon-dlistrib,.,  2010-05-19 14 | drumberinchides
=] & Hardhware Setup ! 120877 Noredistrib 01045.19 1 : 6. Once "Add Card” iz inttisted, the number £
g contraller ) || ofthe card presented to any reader
| | 129878 Mon-distrib,,,  2010-05-19 1% || connected will be displayved in card list,
LL tlam | 129879 | 2. Right click any postion of the card | 2010-05-19 15 || Which means the card has been acded
i Door b list (a5 1 is shown in broken frame) || into software successfully. Serveral
=& Employee Setup | 125880 o onen men 20100519 11 Cars can be added simultaneously.
& Arress Graup | 129381 p 20100519 18| Ty TTIEaTaT i
& Card 1. Click to open card setup view Mon-distrib...  2010-05-19 1f = | | Card Number: Recognjze number,
% Departrnent | [ pRe e REap A e NE || add card, delete cards, |please refer to
Employes 1190884 | Seleet ALL D10-05-19 1 |
| & || Task Report x
= g %h[?;wnluad Setup : 129885 Beversed Select J10-05-19 18 1| ri550.191 Centraller start to add Eardj il
{B Upload Event Recd | 125880 Controller Add Card 3.tSeIect C””“?"er '_Add Garg fuire: card list completad.
1209857 0 open selection dislog box . . .
% Upload larm Recal | Card Distributer Add Card Liring card list, please wait
: Ezggg 4dd Card Manually Select Controller X
i 12322? Jelste Card |New Contrallef V|
] T
| ipgngp | eport Less card \—‘—-| 4. Select the addled controller |
] Relieve the Reportedlect Cowd g a
vzl o ————— 5. Click "OK" buttan o | [ Cancel ]
< | 3@ | B

MNUM | Current User: Adrninistrator

Notice

1. For step 1, Please make sure you are in "Attendance Management System". Otherwise, please
select "System" -> and then "Attendance Management System". If software is not in Setup window,
please select "Management" -> and then "Card".

2. For step 7, if "Add Card by Controller/Distributor” is not initiated, the "Cancel" button will not be
usable.

3. If view window is closed or different from above shown picture, user can restore view layout by
"View" -> "Restore View Layout" before step 2.

User can add card in other ways. User can purchase our distribor and connect it with PC by USB, and
then select distributor as shown in step 3. If the card bears numbers, user can add card manually or
enter "Employee" setup and input the card number in employee card number property (Usually, two
kinds of card numbers will be printed on lower right corner of the cards. This system accepts numbers

without comma and ignores "0" in front of the numbers.

Prev(See 3.4) Next Step(See 3.7)  Back(See 3.)
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3.7 Setup Employee Information

Each employee need to be identified before he/she can enter/exit the doors. Identification can

be realized in many ways, with reader and fingerprint as the most common modes. Once
employee ID is presented, the system will compare the ID with the number assigned for the
employee during registration.

Please setup employee information according to following red box, the numbers at the beginning
indicate the sequence of setting up.

.ﬂs Safesmart Security Platform — Access Control Nanagement System

Platform ¥Yiew Setup Monitor Guery Language Swystem Help
PlUdd ezl Ud @0 e
| Setup | Real-time Manitar | Information Query |
= @ Communication Setup) NEiy Property X || Dynamic Help x
@ Serial Port GF | laa 4= o= o A 7 Click” G : H e
: H—I-| . Click "Save" to save modified operations | =
<= Converter Kad "l_ | p J |
B Metwork Controller |1 « | [B Page /| B Basic Parameter - Employee L
= hedule S [ Employee List | : Marme™ New Empl... «
Week Schedule || w Employec Code* Employee list window
&% Haliday Schedule || ! Department * prrq\lot will display all added
= & Hardware Setup 1 [ - ote employees. User can
2 controller | | Gencler Male change page number
! L Date of Brt... 2010-07-03 p .
L1 larm 2. Right click any position ofthe | - by "Page Tools".
fH Door emplaves list (as itis shawrin| "~ o000
=& Emplovee Setup broken frame) to apen meny Education™ | 3. Click "Add Employee”, the "New If user wants to
& Access Group ! T Telephone .| Employee®will be shown in employee isetup employee,
= Card 1 1 - list and its propery whill be shown please select one or
] I arnily Addr.,
& Departrnent ] Select ALL I v N in property wind ow more employees in
& Employee | Beversed Select | emark the list. Then try to
=@ Other | D ard and Group 4. Gelect card property to open and
8 Download Setup| || ard Murb... "non-distributed card" dialog box i
1 Delete Employee ' -
B Upload Event Reco | I ¢ Enol I 3ssword® window. Please refer
Upload Alarm Regqo) || =BT SPLoFes. .. : . to Select Method.
& 1. Click1a open employee setup view [0 Administr... User can setup many
Task Report 8. Setup completed once task selected employees
[11:45:26] : Save completed, report indicates "saved" at the same time.
[11:45:26] : Save Employee "Mew Employes" completed. _
[11:45:26] : Saving modification, please wait... ;:"t Ir'];tousil |c.oﬂtonl. "
[11:41:53] : Acquire Geeselensa lictcamcnlated e 5an r| mecnlﬁ
£ 211 [11:42:531 : Acaviri i
istratar
| I+ & = ] |1 & | Page 1/1 page(s)
Card Murmber | State Time of adding card-Runnin. .. S
4. Left click one card in card list |<— . 0
129875 Mor-di...  2010-05-19 18:20:13 0000...
129876 Mor-di...  2010-05-19 18:20:13 0000...
120877 Mor-di...  2010-05-19 18:20:13 0000...
129878 Mor-di...  2010-05-19 18:20:13 0000...
129879 Mor-di...  2010-05-19 18:20:13 0000...
129880 Mor-di...  2010-05-19 18:20:13 0000...
120881 Mor-di...  2010-05-19 18:20:14 0000...
120882 Mor-di...  2010-05-19 18:20:14 0000...
129883 Mor-di...  2010-05-19 18:20:14 0000...
120884 Mor-di...  2010-05-19 18:20:14 0000...
120385 MNon-di... 2010-05-19 12:20:14 Q000...
1298865 Mor-di...  2010-05-19 18:20:14 0000...
120887 Mor-di...  2010-05-19 18:20:14 0000...
120885 Mor-di...  2010-05-19 18:20:14 0000... v
6. Click"0K" then the card number will
be displayed in card number property e { Ok ] [ Cancel ]

Note:

1. For step 1, Please make sure you are in "Access Control Management System". Otherwise, please
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select "System" -> and then "Access Control Management System". If software is not in Setup window,
please select "Setup" -> and then "Employee".

2. If view window is closed or different from above shown picture, user can restore view layout by
"View" -> "Restore View Layout" before step 2.

In this instruction, employee name and Access Group are not changed. When adding new employees,
user has to input employee name and save. Access Group defines the doors which employee can
enter/exit. The default access group is "Administrator Access Group", which can open door all weeks
and all days. To test other access group, establish "Week Schedule" and "Holiday Schedule" and then
go to "Access Group" view and setup. Once setup finished, back to this view and changes the Access
Group for the employee.

Employee "Number" is uniquely assigned for each employee. For example, ID number of
employee is used for display and print only and has nothing to do with authentification. User
may or may not assign number to employee. However, when different employees have the
same name, numbers should be adopted for differentiation since the software does not accept
employees with the same name and the same number. Alternatively, user can add suffixes to

employee names such as Mike_1, Mike_2.

Access Group also serves as employee group. For example, all security men are in one group,
or all administration staffs are in one group. Employees in the same group will have the same
access authority. User has to define the enter/exit authorities to access groups firstly, and then
assignh employees to the access groups accordingly.

Here take "Week Schedule" as an example. Firstly, establish several Week Schedules. Then,
define which readers (of which doors) are accessible and on which Week Schedule the
readers can be accessed. The Week Schedule is useless unless it is linked with readers.
Default Week Schedules are "All Weeks and All Days accessible" or "All Weeks and All Days
non-accessible". Week Schedule can also link with Invalid Exit Button or Door Normal Open.

For details, please refer to user manual.

Last Step(See 3.6) Next Step (See 3.8)  Back(See 3.)

3.8 Setup Download

After save all the setup information, user should download all information to controller, otherwise,
hardware can not work properly. Please download all information according to the indication in the red

box; the numbers at the beginning indicate the sequence of setting up.

20



.ﬂs Safesmart Security Platform — Acceszs Control ENanagement System

Flatform Yiew Setup Monitor System Help

@ 5|«

Information Query |

PY TR e

| Setup

| Real-time Maritar |

Controller

=4 Cormmunication Setup

* 4 | Task Report x

E Serial Port [11:50:22] : Smart dowrload have completed. ~
Conwerter = . ; i
£ Network Controller = = Contraler List [11:50:32] : Detecting whether s:&ﬂe ermployveess in
al s || [11:50:32] : Detectingd. Check task report. Download
=@l Schedule [11:50:31] ; Detectin| LoMpleted once information
Week Schedule '50:31] : Detectin in green displayed
ﬁ Holiday Scheduls 2. Right click "Mew Contraller” [ : I TT= T =T T IO ST T o= T T

=& Employes Setup
& Access Group

= Fh Hardware Setup to open menu 150:31] : Detecting whether reader parameter r
7 Contraller [T1.50:21] : Detecting whether door pararmeter ne
L, Alarm l [11:50:31] : Detecting whether alarm parameter ne
Bl Door Select All #1] : Detecting whether some contraller par
]

Beverzed Select

g Card Start Smart Dowrdload

Departrnent

£ Emploves Start Download Al Setups b1 poywnlgading week schedule. .
=@ Cther Dawrdoad Setup 27] : Dowrloading holiday schedule. ..

8 Download Setup —>| 1. Click to open download setup view |Downl0ading reader "2" setup..,

Dyniamic Help »

= |2

Controller

Controller list window
wil list all added
controllers.

If user wants to
download controller
setup, please select
one or more
controllers in the list.
Then right click
selected controller,
"download all setup”
menu wil pop up,

{ Upload Event Reco [11:50:27] : Downloading reader "1" setup... please click it. Please

& Upload Alarm Reco [11:50:26] : Downloading door "1" normal open sck refer to Select
[11:50:26] ¢ Dowrloading door "1" exit button type Method. User can
[11:50:26] : Downloading door "1" magnetic alarm 1 setup dol'.'gloc?d
[1L:50:26] : Downloading door "1" lock delay. .. 21;;;05';?5 ai the
[11:50:25] : Downloading door "1" lock associated r same time.
[11:50:24] : Downloading link of extended alarm ou

‘ ) LG I Y = T T e B T NP NN A P I S FP e e pUt mouse ICDn an 2
MM Current User: Administrator
Note

1. For step 1, Please make sure you are in "Access Control Management System". Otherwise, please

select "System" -> and then "Access Control Management System"”. If software is not in Setup window,

please select "Setup" -> and then "Setup Download".

2. If view window is closed or different from above shown picture, user can restore view layout by

"View" -> "Restore View Layout" before step 2.

After download information successfully, user can test it by presenting card on reader. If the card can
open the lock, the setup is successful, otherwise, please check all setups and hardware connection.

After present card to reader, user can save card record to database by "Upload Event Record". Detailed
operation is similar to "Download Setup". User can query card record in "Event Record".

Card record is saved in controller. User should upload all card records to software before query
the records,Once uploaded to software, the card records will be deleted from the controller and
saved in software database.

Prev.(See 3.7) Return(See 3.)
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4. User Manual

This chapter includes a brief introduction on hardware connection and a detailed description on

software interface together with the functions and applications of each components of the software.

This manual is organized in terms of functions.The lines in grey headed by are contents which
are especially important. User should read these contents carefully and strictly follow these indications
when using the software.

In order to have a better understanding on the manual, before studying the instruction, please read the
following explanation on the application of mouse.

Terminologies Related to Mouse

Mouse cursor:

Mouse cursor is the graphic representation of mouse in the software system, while mouse is the
physical device. The cursor will move once mouse moves. For convenience of description, the term
"mouse” is used to indicate "mouse cursor” in this manual.

Click:

Move the mouse cursor to the target, left click the mouse lightly then release. For example: "Click "Ok"
button" means move the cursor to "Ok", left click and then release.

Double-click:

Move the mouse cursor to the target, left click the mouse twice quickly.

Right Click Mouse:

Move the mouse cursor to the target, right click the mouse lightly then release. For example: "Right
click any position of "Controller List" "means move the mouse cursor to any position of "Controller List"
right click the mouse lightly then release.

Hang:

Move the mouse to an object, and then stop for several seconds. Notice: do not click any part of the
mouse during the course.

Drag:

Move the mouse to an object; left click without releasing; then move the mouse to the destination and

release.

4.1 Hardware Connection

This section will brie fully introduces the hardware connection. The explanation here may not exactly
the same in case the hardware is upgraded. It is recommended to study the user manual delivered with
the products.

This section will include following information:

Controller Hardware Interface Diagram(See 4.1.1)
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Controller and PC 232 Port(See 4.1.2)

Controller and PC 485 Port(See 4.1.3)

Instruction for Network Converter (See 4.1.4)

Electric-lock Using Method(See 4.1.5)

Door-magnetic and Alarm(See 4.1.6)_Interface Diagram (See 4.1.6)

4.1.1 Controller Hardware Interface Map

Please select the types from following list frame to check the controller hardware interface map.
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4.1.2 RS232 Connection Way between
Controller and PC

Special attention should be paid to the connection between MS controller series and the RS232
interface: When RS232 mode is adopted, one serial port can only connect with one controller with a
distance less than 15 meters. If more than one controllers need to be connected, or the distance of
connection is longer than 15m, RS485 mode should be adopted.

The connection way of MS12/MS24
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(/__‘ [ o
Management Server { )

= =] 485
Q - Jump to 232 position
258

Controller

RE232 Interface

LZEVS
000

4.1.3 RS485 Connection Way between
Controller and PC

When RS485 mode is applied, one bus can connect maximally 32 controllers which are differentiated by
different addresses. Bus connection (hand in hand) should be adopted, with a distance less than 1200m
(600m is the recommended distance) once no repeater is applied. The more the controllers, the shorter the
distance. For the stability of communication, powered RS485 converter is strongly recommended.

Connect to
ather contrallers
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4.1.4 The Connect between Controller and
Network

Via TCP/IP converter, ME controller series can network with PC and communicate via Internet and LAN.

If there is no repeater or router, the distance should be less than 100m.

There are two connection standards for twisted-pair RJ45: EIA/TIAS568A standard/TIA568B standard.
[
(ioooocooo
=

12345673

T568A

12345678

Green with White, Green, Orange with White, Blue, Blue with White, Orange, Brown with White, Brown.
T568B

12345678

Orange with White, Orange, Green with White, Blue, Blue with White, Green, Brown with White, Brown.
If T568B is adopted for the two ends of network wire, it is called through line. If TS68A and T568B are
adopted for the two ends respectively it is called cross line.

At present, most network cards and routers have switchover circuit for through line and cross line.
Normally through line is adopted for connection. In case the network card does not have the switchover
function, cross line should be adopted for the connection between converters or ME controllers to PC;

while through line for converter to router.
If ME controller is used, user can connect ME controller with PC network by network wire. If MS

controller is used, user can connect MS controller with PC network by converter:

The connectiong diagram between controller RS232 interface and converter
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4.1.5 Electric-Lock Using Method

Please select lock types and refer to connection Diagram.

=~

Fail-safe Lock

Electric-Magnetic Lock

B +12v ]| GND | +12V | GND

+B

[eo

Power Supply
Interface

Controller

Since most users adopt fail-safe locks, here take fail-safe lock as an example. If fail-secure lock is
adopted, please change controller INC into 1NO. For details, please go to "Controller Hardware
Interface(See 4.1.1)".
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4.1.6 Door-magnet and Alarm Light
Connection

Alarm Light
+ - J
A
a
— z
I o
Pl e = == a
=ls] [Eledsiinsls] [Elmisinlsis] Elus Rl EIsl=l 8| z
'/—O L e e e e e e e Ll £ O\ al &
F5 485 || Door1 Control Port | Door Control Port | Alamm Output Part Flr?tu:_fraizpply M
@
II q q q q q q
] CE
a 0 u} a
LEDA LEDZ LEDZ LED< LELS LEDG povER O
- MS12 E e
o Power Supply
~ One-door Two-way Interface
8-Bit Switch
Rezz| Bulloni! e
Cler Commurlaala 17T
HeEE08ag Femswon Bultn
Alamm Input Eh‘:I:anLlelt‘lID:prEDDF Feader? Interface Readert Interface
O %’:hlﬂﬂ%%‘:lﬂll%%‘:ﬂﬂﬂl%%’:ﬂlﬂﬂ% O

Door-Magnet

4.2 Start Program

Please ensure the software has been installed in the PC before running it. Please refer to "Installation
"‘.,l‘ S

Instruction(See 2.)" for more details. To start the program, double-click icon = “" on tabletop or click

"Start"->"Program->DMS Security Management System"->"DMS Security Management System.

After start the software, input username and password as shown below:
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Safesmart Security Platform

Lsernarme Administrator
Password |
Expert Mode
[ ok ] [ Cancel

If the program runs for the first time, the username will be "Administrator" and the password is empty.

Administrator is a special "super manager". It is used for system installation and recovery.
Super manager can operate in all access groups and can not be changed or deleted. The
password of super manager can be changed. It is suggested to change the super manager
password after login the system for first time. To change the password, please go to menu
"Platform"->"Change the password". After the password is changed, set a new user and its
access group by "Platform"->"User Management". After the modification, do not login the
system by "Administrator”. Please save the administrator password carefully since you may

not be able to enter the system in case all users are deleted and this password is lost..

Enter the system by clicking "OK" in above window; while exit the system by clicking "Cancel". If
"Expert Mode" is selected, all the functions will be applicable (otherwise, some functions will not be

applicable). User can also change this option by "Platform"->"Expert Mode".

4.3 Introduction to Main Interface

The software adopts style of Windows program. If user does not use Windows XP system or
appearance, the view may differ from the one shown here. After login the system, the main interface will

be shown as below:
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p‘s Safesmart Security Platform — Access Control Hanagement System r?”El&l

Platform ¥iew Setup Monitor Buery Langnage Swystem Help
PléddPRELE Q0 €
| Setup | Real-time Manitor | Information Query |
=4 Communication Setup .
& Corial Port Communication Setup I
<+ Converter _ A
B Metwork Controller . r
=@ Schedule To setup communication parameter between access
Week Schedule controller or integrated access controller and computer.
#% Holiday Schedule
= Hardware Setup )
3 controler FE Serial Port _ N
£, alarm Ll To setup computer serial port communication
[ Door rate.
= & Employes Setup To acquire more serial port setup information
& Access Group 1
& Card
& Department
& Employes Converter
= ﬁ Other vhen access controller or intearated access
@ Download Setup ._%_J controller connect with computer by 232/485
B Upload Event Reco convert TCP/IP converter, please setup
Upload Alarm Reco converter IP address, subnet mask and gateway.
jul
< | > _ v
MUM  Current User: Adrinistrator

There are multiple subsystems in the software. The software will remember the prior subsystem and
view and return to them when opened the next time. Following views will change with the subsystem.
Hereby the attendance subsystem is used for the demonstration.

1. Main menu
Main menu of the software is made up of Platform, View, Subsystem main menu, Language, System,
help and so on. Main menu differs for different subsystems. For example, in attendance subsystem

"Setup" and Information Query" are displayed. All related function views can be found in the drop-down
menu of the main menu, which will be introduced in detail later.

IAERATSE N View Setup Monitor Huery Language System Help
Uzer Management. ..
Relogon. ..

Change Pazsword. ..

Page Setup. ..
Databasze Management. ..
v Expert Mode

Exit

All the functions of program can be visited via menu. If user is not authorized or temporarily
incapable to use the function, the function button will be in gray.
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Each menu is made up of function name, menu shortcut key, dialog box, and shortcut key group. "Print

(P)...Ctrl+P", here "Print" is function name, (P) is menu shortcut key. When menu is displayed, press

"P" to open "Print" directly; "..." indicates pop-up dialog box. Before close the dialog box, other functions

can not be used. "Ctrl+P" is shortcut key mix. Press "Ctrl" and "P" to open "Print". A menu marked with

"\"indicates the menu is usable.

2. Toolbar

Frequently used functions can be found in the Toolbar. If user is not authorized or temporarily incapable

to use the function, the function button will be gray. Click main menu "View"->"Toolbar" to hide the

toolbar. Different interface may have different toolbars. To get certain button function, please hang the

mouse on the button and view the instruction.

PEEDE QO e
stoes Setw)

Fltad

3. Function Interface

Software are divided into several function interfaces, as shown in the following picture, Only one

function interface can be displayed at one time. User can switchover among the function interfaces.

I&S Safesmart Security Platform — Access Control Hanagement System

Flatform Yiew Setup Monitor GQuery Language

Ul PN

System  Help

@ B¢

| setup |

Real-time Monitor |

Infarmation Query |

FEX

= Communication Se
& Serial Port
<F Corverter
&) Network Cantre
=+ Schedule
Viteek Scheduls
&% Holiday Schedu
=% Harchware Setup
7 contraler
£ alarm

il Door
=& Emploves Setup
J& Access Group

& Card
& Department

& Employes
=8 Other

% Ugload Alarm Ry
¢ |

Cortroler

%

=4 | Property

[ [ Controller List|| B Basic Parameter

71 New Cont

Marme Mew Contra...
Model

Door Quantity 1

Reader Co,,.  ‘wiegand 26

Communication Parameter

Communica,.,  Serial Port
Connect wi.., 1

Cortroler 8., O

B Interlock Group 1

< |

Task Report

¢ Download Setu | [14:43:54] : Refreshing contraller list completed.
{ Upload Event R [14:43:54] : Refreshing contraller list, please wa..,

Diyrarnic Help

& = | [

Controller

Contraller List
window will list al
added controllers.

If user wants to
setup controller,
please select
controllers in this
controller list. Then
try to change
property and save in
Properties window.
Please refer to
Select Method. User
can setup many
selected controllers

HUM | Current User: Adrministrator

b3

b

4. View Switchover Panel

Functian
Interface

View Switchover Panel is on the left side of function interface. User can switchover among the views by

clicking the item wanted. As shown in the picture, when click any item on the panel, related function
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views will be displayed on the right. User can also select a view via main man by clicking
"Setup"-"Controller" (as shown on the right side of following picture).

= @ Cormrunication Setup Flatform ¥iew Monitor Euery Language Swstem Help
@ Serial Part Serial Port
“F Converter

Conwerter
B Network Contraler Hetwark I
= @ Srhadule Hetwor ontroller
Week Schedule Week Schedule

&% Holiday Schedule
=-Fk Hardware Setup

Holiday Schedule

1 contraller Controller
L alarm #larm
] Door Door
=& Employes Setup
& ArCcess Group hecess Group
T Card Card
% Dep?rtment Department
Employes Enol
=@ Other RSOV
g Dowrload Setup Setup Download
i Upload Event Records Event Record Upload
(&% Upload Alarm Records Alarm Record Uplpad
5. View

View may be on the right side or cover the whole function interface, where all function operations are
realized, as shown in the following Controller Setup View.

Bx

Pc Safesmart Security Platform — Access Control Nanagement System

Flatform Yiew Setup Monitor Huery Language 3System Help
Ut @EE LW QL€
| Setup | Real-time Manitor | Infarrnation Query |
= @ Carmmunication Set 5 Property X || Dynamic Helg X
& Serial Port | 52 & = | [0
o Comverter [|b Controller List | @ Basic P t ~ |
ontroller Lis asic Parameter
B2 Metwark Cantr B New Cont &) ~ontroller
=& Schedule 2% (] Marne Mew Cantra...
Week Scheduls Model Controller List &
&% Holiday Schedu Door Quantity 1 window will list all E iy
= Hardware Setup Reader Co Wiegand 26 added controllers.
7 Cantroller —
g Alarm = EDmmumcatlnn Parameter IF user wants to
W Dioor Communica...  Serial Port || setup controller,
=] & Employee Setup Connect wi.., 1 please select
&& Access Group Controller A, 0 controllers in this
& Card B i e 5 s controller list. Then
& Department 3 | = || fry to change
3 Employee — — — | property and save in
=@ Other Task Repart X | Properties window.
& Download Setu| [14:43:54] : Refreshing controler list completed, Please refer to
[ Upload Eventt R [14:43:54] : Refreshing contraller lst, please wait... Selact Method. User
(% Upload Alarm Ry can setup rmany
¢ | 3 selected controllers |«
HUM | Current User: Adrinistrator
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For details, please refer to View, Window and Layout (See 4.4).

6. Status Bar
Status bar (as shown in the following picture) is at the button of main interface. It can be hidden or
displayed by clicking "View" in Main Menu.

CAP | MNUM Current User: Adrinistrator

Display current user
Display Mum-Lock state
Display Caps-Lock state

4.4 View, Window and Layout

The function interface is introduced briefly inIntroduction to Main Interface(See 4.3).In fact, there are

more than one ways to enter a view. User can enter into one view by clicking subsystem menu or
clicking view name in View Switchover Panel.

Since different users have different habits and different computer monitors, the software adopts layout
technology. It can park, float, move, hide, change size and be a group with other window. The changed

information will be remembered by software, and it is convenient to return to default layout.

Instruction for Window

Window includes: Title Bar, Toolbar and Window Area. Title Bar includes: Window Name and Close
Button. The elements are shown in the following picture. Different windows have different appearances.
For details, please refer to Introduction to Main Interface(See 4.5).

Windoswy Mame
’7 Title Bar
Close

Controller X— Button
| ——— Toalhar
= [ Controller List
7% Bank Gate
77 Office &
Function
Area

Parked and Floated Windows

Parked Window will change its size with the window it is parked; Floated Window is independent and
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will not be affected by other window. For example, in the picture, there are three parked windows
(Controller Window, Property Window and Task Report Window) and one floated window (Dynamic
Help). When main window is moved and changed, Controller Window, Parameter Window and Task

Report Window will be changed, while Dynamic Help window will not be changed.

Y P R T

J Setup l Real-time Monitor | Information Query |

=] @ Communication Setup | Cantroller X | Property x

& Serial Port | 4 4| | (=]

ZF Conwerter :

B3 Network Controller| = (5 Controller List B Basic Parameter +
=& Schedule 2 Mew Controller Marne Mew Cantraller

Weel Scheduls Maodel Lo s

&4 Holiday Schedule W, Iynanic Help 3
=} Hardware Setup ceadd € 2 |

1 contraller -

Ll Alarm “'“;1 Controller List

- Door o R

EI--& Employes Setup Conndl Controller List window will st all =
ol Arcess Group cantrd 2dded controllers.

& Card

&y Departrent EInterk If user wants to setup controller,

& Employee Task Report please select controllers in this
=58 Other 10:13:12] : Save completed, controller list. Then try to change

[
¢ Download Setup || [10:13:12] : Save Controller "Mew Contral] property and save in Properties
{® Upload Event Reco | [10:13:10] : Saving modification, please wj Window. Please refer to Select
[
[

""" {5 Upload Alarm Reco | [10:10:38] : Refreshing contraller list corl M€Eh0d. User can setup many
selected controllers at the same

10:10:32] : Refreshing contraler list, pleag =
] g . time.

=

| In the list click right mouse ,
command menu will pop up, this
menu include following orders:

1. Select all

B

Change the Size of Window
The size of Parked Window and floated Window can be changed. Change window size by dragging the
window frame; to the location/size needed.

Change Window Position

Change Parked Window Position

Move mouse to a window Title Bar, then left-click and do not release. When user drags the mouse, a
broken line frame will appear. After move cursor to one target window, the size of window will be the
same with broken line frame, release mouse to finish operation.

For example: Move controller window to the left of Task Report window:

1. Move mouse to the Title Bar of Controller Window, left-click and hold; a broken-line frame will appear,
as in the following picture:
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,&-5 Safesmart Security Platform — Access Control Hanagement ... |Z”E|E|

Flatform WYiew Setup Monitor GQuery Language Swystem Help
PlUtdPRE LE QE €
J Setup I Real-time Monitar | Information Query |
= Communication A | SR 1 Property X
S Serial Port | % [7=2] =
ZF Converter | . : % ) i1 H
= B Schedule = [ zontraller List E Basic Parameter -
Week Sche % hesw Cortroller Nine Mew Cantrall..,
ﬁ Haliclay Sick Mew Controlierl Midal 3
=-Eh Hardware Seh
g gfar:;_rluller B Cédmmunication Parameter
CEnmunicati.,,  TCP/IP Metw...
B Door
&) LED Display Piaddress . 192168001
=% Employee Set Task Rport X
4% Access Gre (11038 e EamEeTes A
T Card — 1 [11:02:57] : Save Controller "Mew Controller1"” successfully, E
& Departmer [11:02:55] : Saving modification, please wait...
- Employee
= ﬁ Othar R [11:02:51] : Save completed, but is in errar,
no_ - b [11:02:49] : Saving modification, please wait,..
<— | l [T Y e T 1 AR =T PRty o S| b’
MUM | Current User: Adrmiris

2. Drag mouse to the left edge of Task Report window. The window size will be changed as shown in
the following picture.

Note: Move mouse to the edge of Task Report Window where the controller window will be parked.
Only when mouse is near to the edge, the Controller Window will be parked to the Task Report Window.

Please pay attention to the location of mouse as shown in the picture.

.ﬂ-s Safesmart Security Platform — Acce=ss Control Hanagement ... |Z”E|b__(|
Flatform VYiew Setup Monitor Buery Language System Help
PlédEEUEQE €
J Setup [ Real-time Moritor | Information Cuery |
=60 Corrmunication adfl Controller Froperty x
Serial Part 7| 52
ZF Carwerter R : -
=& Schedule = = Controller List = Basic Parameter A
Wizek Sche £ New Controller Marme Mewe Controllerl
& Holiday Sct 71 Mew Controlierl Model E
=-FE Hardware Sett
g iufar::rrluller E Communication Parameter
ff Door Comrmunicati.,.  TCPSIP Metwork
Ed LED Display P Address or... 192.1A8.0.1 A
=8 Employes Set Task Report x
{& Access Grc [11:03:57] : Save completed. ~
& Card _ %1:03:5?] s Save Controller "Magy Controller 1" successiully, 4
/ % Efnp?;trgsr 1:03:55] : Saving rodificationg please wait. ..
= @ Other RIcY [11:02:51] : Save completead, bat is in arror.
no— _— [11:03:49] : Saving modificationd please wait...
£ | b e Becramimscn e e L
MUM | Current Lser: Sdrmini
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3. Release mouse to finish, as shown in the following picture:

;"'S Safesmart Security Platform — Access Control Hanagement ... |Z”E'E|

Flatform Yiew Setup Monitor GQuery Language Swystem Help
Pléd REILE QEe
| Setup ‘ Real-time Manitar | Information Query |
=8 Communication A X
T Serial Port
F Canverter =
=& schedule B Basic Parameter i
Week Sche Harne Mew Corntrollerl
&4 Holiday Sct Maodel P
=¥ Hardware Set
% gfar::rrluller B Communication Parameter
 Door Cormmunication Mode TCP/TP Metwiork
B LED Display 1P Address or Domain M. 192 1A8.0.1 bt
=& Employes Set | NEEE= -4 | Task Report X
& Access Gro | 88 [11:03:57] : Save completed, #
g éard i || 2 £ Contraler List [11:03:57] : Save Controler "Mew Cor—
2 E?n?j?;yrgsr 7 New Controler [11:0355] : Saving modification, plea:
g ﬁ Other ﬁ Mew Controllerl [11:03:51] : Save completed, but s ir
mo_ . | M40 401« Savikea rondificeatices #loaos !
< | - < | -
MUM | Current User; Adrninis

All windows can be moved to construct a layout as needed.

Change Position of Floated Window

Move mouse to a window Title Bar, then left-click and do not release. When user drags the mouse, a
broken line frame will appear. After move cursor to one target window, the size of window will be the

same with broken line frame, release mouse to finish operation.

Park Floated Window
The steps are similar to "Change Park Position".

Float Parked Window
Move mouse to a window Title Bar, then left-click and do not release. When user drags mouse, a
broken line frame will appear. Then move mouse to the middle of other windows (do not near to any

window edge), release mouse to finish operation.
Group the Windows

Multiple windows are grouped together and occupy the same location on the software interface, with

only the window in the front is active, as shown in the following picture:
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Property

B Basic Parameter -
arme Banlk Gate
Model

B Communication Parameter

Commmunication Mode Serial Port
Connect with Serial Part 1
Controller Address 1

™ property | ) ™
To group windows, please move mouse to the title bar of one window, and then drag it to the title bar of
another window and release.

Activate Window and Change Window Position

When multiple windows are grouped, only one window is active. Activate a window by moving it in the
front of the group. There are three buttons at the bottom of the window group: "Parameter” "Controller"
and "Task Report", which are called Switch Button of Window Group. Activate window or change
window position by left-clicking the Switching Button.

Separated Window from Group
Left-click one Switch Button of Window Group and move it to other windows, once broken line frame is
appeared, please release mouse, the window will be separated from group.

Hide and Display Window
All current views can be found by clicking "view" in main menu. The item names on the menu are the
same with window names. Click the item to hide or display related window. User can also hide the

window by clicking the Close Button on the window.

Restore View Layout

Restore view layout by clicking "View" -> "Restore View Layout".

4.5 Window Introduction

This part introduces the windows which are displayed in access control subsystem.
List Window

Most views have an element list window, such as Controller List window (as shown in following picture)
and Door List Window. Element can be configured, such as "Controller", "Door" and "Employee" etc.
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Cortroller

21 %

= [ Controller List
73 Mew Contraller

Element List Window has a tree diagram in function area, which is used to display setup elements.
User can select one or more than one element and change their property values in property window.
For details, please refer to Select Method(See 6.2).

Property Window
Most views have property window, as shown in the following controller property window.

B Basic Parameter
Marme Meswy Controller

Model*

Doar Quantity * 1

Reader Commmunication Protocal  Wiegand 26
B Communication Parameter

[ £

Cornrmunication Mode™® Serial Port
Connect with Serial Port* 1
Controller Address™ o

B Interlock Group 1

B Anti-passback Group 1
Reader 1 add in Group 1* Mo
Reader 2 add in Group 1* No

The property of selected element will be displayed in property list. User can change and save element
property value in the window. Property List consists of two parts: Property name at left side and
property value at the right side. User can move midline to change displayed proportion. One line stands
for one property in property list, as "Name" and "Model" shown in the above picture. Multiple properties
can be grouped together, as "Basic Parameter" and "Communication Setup" etc. shown in the above
picture. For details, please refer to "Property Edit Method".

Task Report Window
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Most of views haveTask Report Window, as shown in the following picture:

All operation information will be displayed in Task Report window. Format of the information is
"[hh:mm:ss]: Operation information"; with hh stands for hour; mm for minute; and ss for second. The
latest information will be displayed on the top. Max. 500 rows can be displayed in Task Report Window.
(The standard will be changed without notice). When information overflows, the prior information will be
cleared. Left-click an item to select, click "Ctrl" + "C" to copy the item and then "Ctrl" + "V" to paste the

item to the place wanted.

Dynamic Help Window
All views have Dynamic Help Window, as shown in the following picture:

Dyharnic Help b4

= = | [

Task Report

All operation information wil be displayed
in task report window.

Report information wil be sequenced
based on time; the st one wil be put
on the top. Each record starts with time
(rmaybe multi-rows need to disply). Task
report can display 500 rows at most., If
the row limit is exceeded, the earliest
iterns will be cleared.

How to copy report characters?
User can select report characters by
mouse, then copy it by "Ctrl"+ "C", and
paste by "Ctrl" + "W".

All views have Dynamic Help Window, as shown in the following picture:

When user clicks any elements, help information will be displayed in Dynamic Help Window. This is a
great innovation for human-computer interaction. There are three buttons in the tool bar:Page Up"
"Page Down" and "Refresh" (from left side to right side). Hyperlink will be included in help content. User
can click hyperlink to access other help content.

Query Condition Window

40



All query views have Query Condition Window, as shown in the following picture.

Real-time Monitar Event X
ERIEILY.
B Query Condition
Departrment All Departrents
MHarmne
Reader All Readers
Event Type all Types
Starting Time  2010-05-20 00:00
End Time 2010-0%-20 23:59

Query Result Window
All query views have Query Result Window, as shown in the following picture:

| ] | It # | [B) Page 1/1 page(s)

Mo, Time Llsernarme Detailed Information

1 2010-05-24 10:26:54  Adl o Ho Ip for contraller "MNe...
2 2010-05-24 10:236:50  Adr v Time d all setup from co...
3 2010-05-24 10:13:12  Adg UM Controller”

4 2010-05-24 10:06:26  Ady ¥ Usernams

5 010-05-22 18:19:40  Adi ¥ Detailed Information

& 2010-05-22 18:15:15  Administrator Add erplovee "Mew Emplayes"

7 2010-05-22 17:37:18  Administrator - Delete employes "Mew Ernployes"

2 2010-05-22 17:235:52  Administrator  Modify door 1"

Q 2010-05-22 17:14:18  Administrator  Modify door 1"

The function area in Query Result Window includes a "Query Result Table" which is used to display
query result. The list size can be changed by dragging the table midline. User can Hide or Display
information by right-clicking list title. Query result can be printed or exported. For details, please refer to

Page Setup(See 4.7.6) and Print(See 4.7.4).

4.6 Property Edit

Property comprises some features of editable components of the software. A guide is provided here for
users who are not familiar with property edit. For details on Property Window, please refer to "View
Window Instruction".

Appearance of Property

As shown in the picture followed, property window is devided into parts: property names on the left and
property value on the right. Once property value changed, a ™" will be added after the property name
and the property value will be in bold, as "reader 1 added to group 1"demonstrated in the following
picture. Non-editable properties are in grey. When multiple components are selected, the property can

not be changed.
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Property

B Basic Parameter

Model

Dioor Quantity 2

Reader Cormmunication Protocol Wiegand 26
B Communication Parameter

B Interlock Group 1

Door 1 add in Group 1 Yes

Doot 2 add in Group 1 Mo
B anti-passback Group 1

Reader 1 add in Group 1 Mo

Reader 2 add in Group 1 b

Properties may be character proptery, data property, dialog box property, date property, and time
propery etc.. Following is an introduction on how to edit the variety of properties.

Change Character Property

Mew Controller]

Left-click the property name and input character via keypad popped-up. Complete the change by
pressing enter or clicking on other properties. Note:If the change is not confirmed, the "Save" button on
the toolbar may be unusable.

Change Data Property

IP Port s00a0 v

Left-click the property name and input number via keypad or up-down arrow. Complete the change by
pressing enter or clicking on other properties.

Change List Property

Cornmunication Mode Eet=iE N b

|TCF'IIF' Metwork

Left-click the property name and select the value in the drop-down menu.

Change Dialog Box Property
Zard Mumber* ]
Left-click the property name or value, a "..." button will be displayed on the right. Click the button and a

editable dialog box will pop up. Make the change and press "Yes" to confirm the change.

Change Date Property
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Date of Birth™ 2010-05-21 b

May, 2010

Sun Mon Tue Wed Thu Fri Sat
1
2 3 4 5 & 7 8
g 10 11 12 13 14 15
16 17 18 19 20 21 [
23 24 25 26 27 28 29
30 31
[ |Today: 5/22/2010

Left-click the property name or value, select the date from the drop-down calendar.

Change Time Property

Edit of tThis item is similar to data property.

Change Other Properties

Other property edit is similar to abovementioned items.

4.7 Plateform Menu

All the eight functions of the software itself are on the platform menu, including"User Management(See
4.7.1)", "Relogon(See 4.7.2)", "Change Password(See 4.7.3)", "Print(See 4.11.6)", "Print Preview(See
4.7.5)", "Page Setup(See 4.7.6)", "Expert Mode(See 4.7.8)", "Exit(See 4.7.9)".

IAERATSE N View Setup Monitor Huery Language System Help
Uzer Management. ..

Relogon. ..

Change Fazzword. ..

Page Setup. ..
Databaze Management. ..
v Expert Mode

Exit

4.7.1 User Management

User management can build, change and delete user information. User can login the software with

valid account and is different from "Employee" to be introduced later.

Click "Platform"->"User Management” (as following picture):
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Ozer Hanagement

E

= [ User = fh
% |r'||rt|:|r E Basic Parameter ~
Mewy Liser
Usernamme™ MNew User

Password™®

Confirm Password®
EH Access Permissions

IJser Management™®  Disabled

Dptions Setup® Disabled

Data Managernent* Disabled
Select all Serial Port Setup®  Disabled
Eeversed Select Converter Setup™  Disabled
Week Scheduls ...  Disabled
Holiday Schedule ... Disabled
Controller Setup™  Disabled
Alarmn Setup® Disabled
Door Setup™ Disabled
Access Group Se...  Disabled

- L e PETCR T T |

#dd User

Delete User

The addition or deletion of a user in one subsystem will be also effective in other subsystems.
Differently, the access group property of a user in one subsystem will not be effective in other

subsystems.

Add New Employee
1. Right-click the menu on Employee List. 2. Select" Add Employee". 3. Change the employee
information in Basic Parameter window. 4. Click "Save"

Change User
1. Click the employee to be changed (User can select multiple employees. For details please refer
toSelect Method(See 6.2)).2. Change the employee information in Basic Parameter window. 4. Click

"Save".

Administrator can not be changed. All properties are not usable if administrator is selected. To change
Administrator password, please refer to "Change Password".

Delete User

1. Right-click the employee to be deleted (User can select multiple employees. To select, please refer
to Select Method(See 6.2)). 2. Select "Delete Employee".

Administrator can not be deleted. When select Administrator, "Delete Employee" will be unusable.

User Property

Username

Username can be digit, letter, blank etc. Username is max. 100 characters and is not case sensitive.
Username can neither be the same as existed ones, nor to be empty. Blank before and after the
username will be ignored.

Password

Password can be digit, letter etc. with max. 20 bytes and is case sensitive.

44



Access Group Property

Access group name indicates the access property. Property as "Enabled" indicates the user selected
possesses the access authority; while "Disabled" Indicates the user does not possess the authority. If
the property does not apply to the user, all functions and properties will be in grey.

Toolbar Button Instruction

When user hangs the mouse on button, the button function will be shown.

=
#="According to Classification Sequence

List all check conditions by group

A
L% | etter Sequence

All check conditions are arranged in alphabetic order or pinyin sequence
H Save

Save all changed information, if there is no information changed, the button will be unusable.

Tl
Close all access groups

Select "Disable" for all access authorities.

% Initiate all access permissions

Select "Enabled" for all access permissions

4.7.2 Relogon

User can login system by different identities without exit the system. Please click "Platform"->"Relogon"
and the login dialog box will pop up. When press "Cancel", instead of the exit the program, the system
will return as the last user. For details, please refer to Start Program(See 4.2).

4.7.3 Change Password

User can change login user password by "platform->"Change Password", following dialog box will pop
up:

Change Password E|

Cld Passwaord ok

Mew Passwaord | R
[ (0] 4 ] [ Cancel
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Please input "Old Password", then input new password in "New Password" and "Confirmed". These two

passwords have to the same. If the two passwords are inconsistent, following dialog box will pop up.

Safezmart Security Platform [$_<|

@ Twi password are inconsistent,

Password can be digit, letter etc. with max. 20 bytes and is case sensitive. Password of

Administrator can only be changed here.

4.7.4 Print Preview

User can print various query results, which is displayed in "Query Result List"(Please refer to "View
Window Introduction”(See 4.5)).If there is no information in query result list or the system is not in query

interface, the button will be unusable. It is suggested to adjust the print information by "Print Preview"

and "Page Setup". Please click "Platform"->"Print", as following picture:

Prirter

M arne: W192 168.0.68HP Lazer)et 1020 V| [ Properties. .. ]

Status: Ready
Type: HP Laszerlet 1020
Where:  1SEOD

Comrnent; L] Prinit ta file
Print range Copies
(OF] Mumber of copiss: |1 -
e [

[ ] H Cancel

Please input correct information and press "Yes" to print. "Property” is related to the printer. For details
please refer to printer user manual. Note: For printers which do not support multiple copies or

auto-paging, the setup is unusable.
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4.7.5 Print Preview

Before user print the list, user can view it by Print Preview. User also can adjust print output parameter
by Page Setup. If there is no information in query result list or the system does not in query interface,
the button will be unusable. Please click "Platform"->"Print Preview", as following picture:

ﬁ's Safesmart Security Platform — Access Control Nanagement System QE‘&|

[ Zoom Out | [ Cloze

Srstem Log

=
=

Time Username Detailed Tnformation

2010-05-20 16:12:40 | Administrator |Medify controller “0ffice A"

2010-05-20 16:04:59 | Administrator | Add holiday schedule “Wew Holiday Schednle”
2010-05-20 15:42:34 | Administrator | Upload ewent record for comtroller “Bamk Gate'
2010-05-20 15:42:33 | Administrator | Start to upload ewent record for comtorller ”
2010-05-20 15:42:22 | Admwinistrator | Upload ewent record for comtroller “Bank Gate'
2010-05-20 15:42:22 | Administrator | Start to upload ewent record for comtorller ©
2010-05-20 15:41:35 | Administrator | Fail to upload event record for controeller “O
2010-05-20 15:41:37 | Admwinistrator | Start to upload ewent record for comtorller ™I
2010-05-20 15:41:34 | Administrator | Fail to upload event record for controller “B
2010-05-20 15:41:32 | Administrator | Start to upload ewent record for comtorller ©
2010-05-20 15:38:53 | Administrater | Add controller “Office A"

2010-05-20 15:33:268 | Administrator |Medify controller “Fank Gate”

2010-05-20 15:33:12 | Administrator | Modify emplovee “New Employee”

2010-05-20 15:32:45 | Administrator | Add emplovee “Hew Employes”

2010-05-20 15:32:35 | Administrator | Add department “Few Department” ¥
¥

Fage 1 HN Current User: Administrator

Ll I BN = Ny I G T I e

[im}

—_
=

—_
—_

—_
-

—_
LN}

—
oy

—
[}

Print Preview can be shown by zooming or pagination but can not be changed. If user needs to change
the list, please exits print preview and change the parameters in "Page Setup". User can press "Print"
to print, and press "Close" to exit print preview.

4.7.6 Page Setup

User can adjust print output parameter by Page Setup. Please click "Platform"->"Page Setup", as

following picture and press "OK" to save, press" Cancel" to cancel the operation.
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Page Setup

B Miscellaneous M
Print: Title b=
Table Mode s
Agtomnatic Colurnn Width ves
Print Border Yes
Print Hidden Calurnn Ri=3
E Margins
Tap Margin(mrm ) 10
Bottom Margindrmm) 10
Left Margini(mm) 10
Right Margin(mmm) 10
B Content —
Fort Tahorna(=)
B Page Header
Font Tahomai3)
Left Header
Fliml-d | = e t
| Ok | [ Cancel

%)

Print result will make up of several elements, as following picture:
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Content for Printing as Table

Head Line
Left Header Title Right Header
| | |
Left Header Sysetem Log Right Header \
S| Tine Izer Group Detal Type
1 20706-06 22124124 Adrning trator Superuser Logon systemn Ewant Tﬂp M-El'gll‘i
z 2IOFAR-08 221411 16 adrinktratar [ Superuser | Add Usar "Smith" Ewent
3 2007406-16 03:38:59 Adring trator Superuser  |Adjust tirme of the contre | Event
4 20070616 024229 adrnin tratar Superuser Exi Ewant
5 2007-06-16 03:45:33 &drning tratar Superuser Logon systemn Ewent
E 2M7-06-16 03:53:10 adringtratar  [Superuzer | Add the attendance day [Ewent
7 2W70R-16 035433 Admingtrator  [Superuser | Add the attendance wes | Event
2 2007-06-16 025446 adrnink tratar Superuser Exi Ewant
9 2007-06-16 03:58:46 Admink trator Superuser Logon system Ewvent
10 2M07-06-16 0403111 adrinktratar [ Superuzer  |Modfy the acoess group [Ewent
11 2007-06-16 04:04:29 &drning tratar Superuser Exi Ewent
12 2007-06-16 04 10027 adrnink tratar Superuser Logon system Ewant
Bottom
2007-6-6 23:04:43 Page: 1 Total: 1
Margin
| |
Date  Time Page NL.||mIJer
Left Margin Foot Line Right Margin
Margins

User can adjust the size by Top Margin, Bottom Margin, Left Margin, Right Margin property.

Page Header

Page Header includes Left Header, Right Header, Title and Page Header Line. Left Header and Right
Header can be any characters available with max.100 characters. The system will create a title
according to query types and be displayed by selecting "Print Title" in Miscellaneous. When Left Header,
Right Header, and Title do not display, the Header Line will be hidden.

Page Footer
Page Footer includes Time, Date, Page Number and Footer Line. Time and Date are the same as the
system when print (left alignment only). Page will be automatically created and the format is
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"Page/Total (right alignment only). User can select display or hide Time, Date and Page Number. When
they are hidden, the Footer Line will be hidden.

Query Result

In the middle of page is the query result. System can output tables by selecting "Yes" in "Table Mode"
property (Please refer to above picture). But if "No" is selected, output will not are tables (as following
picture). If the columns of the table exceed page size, some information can not be shown. In order to
show all the information in the table, user can adjust the table size by selecting "Yes" in Automatic

Column Width. For more information, please refer to "View Window Introduction”(See 4.5).

Syskem Log

Mool Time:2010-0%-20 16:12:40 Usermameadrinist ator
Detailed Information: Modify controller "Office 2"

o2 Time2010-05-20 160459 Usernarmeadrminist ator
Detailed Information: Add baliday schedule "MNew Holiday Schedule”

Mo.:2  Time:2010-05-20 1542034 Userrarme:Adrinistr ator
Detailed Information: Upload event record for confroller "Bark Gate" sucoessfull

Mo.o4  Tirme2010-05-20 1542033 Userrarme:Adrinistr ator
Detailed Information: Start to upload event record foe contar ller "Bank Gate”

Mo.S  Time:2010-05-20 15:42:22  Userrarme:adrinistr ator
Detailed Information: Upload event record for confroller "Bark Gate" sucoessfull

Moce  Time:2010-05-20 15:42:22  Usernarmeadrminist ator
Detailed Information: Start to upload event record for contorller "Bank Gate"

PR e S — D e

Click "Printer" in page setup window, following picture will pop up. User can select printer, paper size,

and print direction etc...

Frinter

AP . 1 52 165.0.64HP Laserlet 1020 v

Statusz: Ready
Type: HF Laser)et 1020
Wihere: UsSBO01

Cormrnent: [ Frirt ta file
Frint range Copies
OF] Murnber of copies: 1 &
B T LR !

[ 0k ] [ Cancel
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4.7.7 Database Management

All application data are saved by Microsoft Access.

Main function includes back-up, import and clear database files. Click "Platform"->"Database
Management" to open the dialog box (as following picture). There are two departments: Database

operation and record operation.

Databaze Hanagement E|

Database Cperation

Record Operation

B Time Range
All Tirne s

B Record Type

Log Mo
Event Record Mo
Alarm Record Mo

Real-time Monitor Record Mo
Real-time &larm Record Mo

Clear

Database
Database is the database for all subsystems. It consists of data of software setup, system log,

card-present, alarm record and attendance record.

Back-up Database

Click "Backup" button to select the backup directory; click "Yes" to start. Once back up completed, a
new sub-directory named as current date will be created in the backup directory. For example, if "C:/" is
selected as the backup directory, and current date is 5th April 2009, a sub-directory named
"2009-04-05" will be created after back up . All backup information is saved in the sub-directory.

Import Database

When import prior backup database to the system, current database will be deleted. Click "Import"
button to select a backup directory. The directory name is "YYYY-MM-DD". Click "Yes" to start import.
Indication will be displayed once import is completed successfully.
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Existing database will be deleted when import database. It is strongly advised to backup all

database before carrying out this operation.

Clear Database
Clear database and recover the subsystem to installed state. Click "Clear" to clear the information.

Indication will be displayed once clearance is completed successfully.

The operation is effective only for the current subsystem. The database used by other

subsystems will be deleted as well.

Clear Record

Please setup the date and type for the record to be cleared; then click "Clear" to clear the information.

The operation is effective only for the current subsystem. The database used by other

subsystems will be deleted as well.

4.7.8 Expert Mode

In order to satisfy most customers, the software provides Expert mode and non-expert mode. All
system functions can be displayed and used under expert mode; while some sophisticated functions
will be hidden under non-expert mode such as menu, toolbar, function interface, view and some
element properties. If some functions can not be found, please switch to expert mode.

Non-expert mode is easy to operate for new user.

Please switch the system to export mode by clicking "Platform”-> "Expert Mode".

4.7.9 Exit

User can exit the program by clicking "System"-> "Exit"; clicking close button on top of main window or

pressing ALT+F4.

4.8 View Menu

Orders in view menu is used to control the display of view element.
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Flatform BERETS Setup Monitor Buery Language System Help
v Tool
v Status Bar

Bestore View Lawout

W [vnamic Help
v Tazk Report
v Property

v Controller

Toolbar

Display or hide the toolbar for main window.

Status Bar

Display and hide the status bar for main window.

For detail information, please refer to "Introduction to Main Interface(See 4.3)" for more details.

Previous View, Next View
Software will remember the view visited. User can return to the visited view according to visited
sequence by pressing "Previous View" and "Next View".

Other Order

For other orders and view information, please refer to "View, Window and Layout(See 4.4)" for more

details.

4.9 Setup Menu

All the fifteen functions of the system can be visited through this menu (as shown in the following map),
including”Serial Port(See 4.9.1)", "Converter(See 4.9.2)", "Network Controller(See 4.9.4)", "Week
Schedule(See 4.9.3)", "Holiday Schedule(See 4.9.5)", "Controller(See 4.9.6)", "Network Controller(See
4.9.4)", "Alarm"(See 4.9.7), "Door(See 4.9.8)", "Access Group(See 4.9.9)", "Card(See 4.9.10)",
"Department(See 4.9.11)", "Employee(See 4.9.12)", "Setup Download"(See 4.9.13), "Event Record
Upload" (See 4.7.8), "Alarm Record Upload"(See 4.9.15).
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Flatform V¥iew BRERRNMN Monitor Guery Language System Help

Serial Fort
Conwverter

Hetwork Contraller

Weel Schedule
Holiday Schedule

Contraller
Al arm

Daor

hecess Group
Card
Department

Employes

Setup Download
Ewvent EKecord Upload
M arm Record Upload

4.9.1 Serial Port

Usually, the system can communicate with controller by serial port or Ethernet. If user uses serial port
to communicate, please select communication rate for the serial port. To setup communication rate,
please click "Management"->"Serial Port", or click "Serial Port" in View Switch Over Panel. Please refer

to the following picture:

Pe Safesmart Security Platform — Access Control Nanagement System |T||E|&|
FPlatform ¥iew Setup Monitor GQuery Langunage Swstem Help
UGS PERLEIDE QL €9
J Setup I Real-tirne Monitor | Inforrnation Query |
=-{#) Communication Setup ) Property X || Dyrnamic Help X
@ Serial Port 52 4 | = - = |
= Converter : .
£ Metwork Controller|| = [£= Serial Part List #|| B Basic Parameter Serial B¢
e s
=& Schedule g =erial Port 1 Cammu... 19200bps
wieek Schedule =
&4 Holiday Schedule g Serial port st 2%
=&k Hardware Setup = window wil
g glontroller = list all serial
arm :
B Door @ Serial Port 7 ports that the
=& Emplovee Setup @ Serial Port 2 soTtware )
& Access Group & Serial Port 9 supports.
& Card @ Serial Port 10 —
& Department & Serial Port 11 If user wants
2 Employee @ Serial Port 12 to setup seril
= @& Other @ Serial Port 13 port, please
i select one or
134 Dowrioad Setup E EE[E: Ef:f 112 ¥ moare than
{# Upload Event Recor - al
& Upload Alarm Recor | Task Repart x  one Semh.
[15:59:09] : Save completed. ~ :_J;rt_snl-ln t ,_15
[15:52:09] : "Serial Port 6" rate saved successfully, § 1!0 .chalf;e ¥
[15:52:09] : "Serial Port 5" rate saved successfully, || property and
< |3 = | > save in 5
UM Current User: Administrator
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User can setup communication rate for max. 20 serial ports, Since usually there are only two serial
ports for PC, user can extend serial ports by adding hardware interface card, other hardware and virtual

serial port software.

Change Serial Port Communication Rate

1. Click the employee to be changed in Serial Port List (User can select multiple serial ports. For details,
please refer to Select Method(See 6.2)) 2. Change the communication rate for serial port in Basic
Parameter window. 3. Click "Save". The rate can be used without restart the software.

Serial Port Property

Communication Rate

Rate can be set up as 19200bps or 9600bps. When the distance between PC and controller is too long
(RS485 mode is around 1 kilometer, RS232 mode is around 15 m), to avoid communication error, lower
rate (9600bps) should be selected.

Instruction for Serial Port Toolbar Button

When user hangs the mouse on button, the button function will be shown.

ﬁ Cancel Operation

Cancel current operations. The button is unusable when there is no operation.

Toolbar Button Instruction

&=z

== According to Classification Sequence
List all check conditions by group

A
L% | etter Sequence

All check conditions are arranged in alphabetic order or pinyin sequence.

""j Save

Save all changed information. If there is no information changed, the button will be unusable.

4.9.2 Converter

If controller connects with computer network by TCP/IP communication converter, user must setup
controller IP address, subnet mask and gateway (MS controller series can connect with PC by series

port or converter). If our converter is adopted, user can setup it in this window directly.

Note: Before setup, please connect all converters on LAN (Do not cross any gateway). If converter and
computer are not in the same network, please connect the converter on LAN and setup it firstly. After
setup completed, connect the converter to target network. One converter 485 port can connect with

multiple controllers.

Click "Management"->"Converter" or click "Converter" in setup interface view. Please refer to the
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following picture:

I"‘S Safesmart Security Platform — Accesz Control Hanagement System |':”E|g|
Flatform ¥iew Setup Monitor GQuery Language System Help
Pléd PEEIUE Q0 <«
| Setup | Real-time Maonitar | Infarmation Query |
=6} Carmmunication Sef X || Dynamic Help x
&= Serial Port -
= = ||
2 F Converter e o Lich = |
anverter List | [ Basic Parameter
B2 Metwork Contrd - ey Converter
=2 Schedule ARs s
Week Scheduls Converter list &
o% ;ﬁ dHu:ulida\)fssihedu O Communication Parameter window wil list all
arclware Setup P Address 102 166.0 TCP/IP converters
71 contraller on the LAN where
g Alarm Subret Mask  255.255,295.0 the computer
H Door Default Gate... 192.168.0 .1 lacated. Each
=2 Employes Setup converter use MAC
B ACCess Group Select all address display.
ﬁ Card Bewversed Select
& Departrent Motice: Befaore
3 EITII‘J|D§-'EE Setup detail (be uzed for =zignal =zelect) setup, please
=88 Other connect all
¢ Download Setu | ¢ 3 converters on LAN
[ Upload Event R (Do not cross any
£ Upload Alarm R Task Report X || gateway). If new
[15:26:13] : Search completed. contraller is
[15:26:13] : Searching conwerter in local LAM, please wait... || connected on LAN,
please click this
< 3 window tools .
UM | Current User: Administrator

Change Converter Address

1. Select the MAC address in converter list (User can select multiple converters, for detail, please refer
to "Select Method"(See 6.2)for more details. 2. Change converter property in left property window. 3.
Click "Save".

Detailed Setup

1. Right-click the MAC address in converter list. 2. Select "Detailed Setup” in menu. 3. Input username
and password in |E authentication window (the default username and password is "Admin". 4. Setup
the converter parameter in IE window. For details, please refer to converter user manual.

Converter Property

Setup Type

Display the type name acquired from converter. The name can be displayed but not changed.

MAC Address

It displays converter physical address (display only, can not be changed). MAC address also called
physical address, hardware address or link address. In order to locate physical communication protocol
and distinguish network devices, network device manufacturer always writes MAC address on
hardware. Two devices can never have identical MAC address.

IP Address

It is the address for TCP/IP network device. The value range is 0-255. Some special addresses can not
be appointed. One network can only have one IP address. If user does not know how to setup, please

56



contact with the network manager.

Subnet Mask

IP address subnet mask of TCP/IP network device. Subnet mask ranges from 0 to 255. Subnet is used
to divide IP address into network address and mainframe address. If user does not know how to setup,
please connect with network manager.

Default Gateway

IP address of TCP/IP gateway device, ranges from 0 to 255. Gateway is a network device which works
as a channel between two networks. Gateway address must be appointed when communication
between networks are needed. If user's network is not connected with other networks (including
internet), the value is meaningless. If user does not know how to setup, please connect with network
manager.

Instruction for Converter Toolbar Button

When user hangs the mouse on the button, the button function will be shown.

Search Converter

Search converter on LAN again, and add the new converter into Converter List.

If the converter is on Internet, please connect it with LAN and setup IP and mask. Software can
not search converter through internet.

®

Cancel current operations. The button is unusable when there is ho operation.

Cancel Operation

Instruction for Toolbar Button

di==

=" According to Classification Sequence
List all check conditions by group

A
L% | etter Sequence

All check conditions are arranged in alphabetic order or pinyin sequence.

[H Save

Save all changed information, if there is no information changed, the button will be unusable.

4.9.3 Week Schedule

Week schedule is a time table consists of 1 to 3 time sections for each day. The defined time section is
called controlled time, while other time called uncontrolled time. Functions of Week Schedule: 1, Week
Schedule can be appointed to the reader of a certain access group. 2, To appoint "Invalid Button Week
Schedule" for one door, during which time the exit button will not work. This is to ensure security on

non-working days. 3, To appoint "Regular Normal-open Week Schedule" for one door during which time

the door will not be closed. It will be more convenient for employees during working days.
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The difference between Common Week Schedule and Special Week Schedule

There are three functions for week schedule that described before, common week schedule can be
used in the three functions, but special schedule only can be used in the last two functions. System can
build max.184 week schedules, but special week schedule have no limit. Different kinds of week
schedule can mark by different icon in week scheudle list.

Click "Setup" ->"Week Schedule" or "Week Schedule" in View Switch Over Panel, as in the following
picture:

tE'DlS Security Platform — Access Control Nanagement System

Flatform ¥iew

Setup Monitor

Buery Language

FlUadF2E80d

Swstem

Help

@ £«

| Setup | Real-time Moritar | Information Query |
=6} Communication Se) Rl Propetty X
& Serial Port | s =]
<F Corverter | .
= schedule = = eek Schedule List) | Basic Parameter
wieek Schedule Alweeks and all pame  Mew Week Scheduls
&% Holiday Schedu e Time Parameter
7 | =10 I"I|-l|-l _.|_ il
=@ %ﬁr?:wage EE“‘D Wweek Starting Time 1 End Tim... = Starting #
ontroller
Q Al Suncay 0000 00:0o0 0000
i Door 00:00 00:00 00:00
& LED Display i 00;00 00:00 0000
= & Employee Setup Wednesday | 00:00 Copy to Last day 0
% Acc;ss Group Selent All hursday | 00:00 Copy to pext Day
Car {4 id-.. [Tt Copy to All Days s
& Department ! Beverzed Select . &
3hEmD|DVEE | Add Week Schedule narnic Help x
= ﬁ Cther Delete Week Schedule L = | .
¢ Download Setu LL —
& Upioad alarm Ry | 7 5 2o, 5?]  Delete cor Week Schedule List
[16:23:57] : Delete we || Week schedule list will list all week schedules. .
[16:29:56] : Deleting w i
[16:94:A71 « Wiaal ok 7| | TO setup week schedule, user must select one or
< | |£ | » more than one week schedule firstly, then change h

MUM | Current User: Administrator

"All Weeks and All Days non-accessible" and "All Weeks and All Days accessible" are reserved Week
Schedules which can not be changed and deleted. If only reserved week schedules are needed, user
does not need to enter this view.

Add Week Schedule

1, Right-click Week Schedule List Window 2, Select "Add Common Week Schedule" or “Add Special
Week Schedule” 3, Change the property of new Week Schedule. 4, Click "Save" in Property Window.
"All Weeks and All Days non-accessible" and "All Weeks and All Days accessible" are reserved
Common Week Schedules which can not be changed and deleted. If only reserved week schedules are

needed, user does not need to enter this view.

Change Week Schedule
1, Select Week Schedule by left-clicking week schedule name in Week Schedule List (Multiple Week
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Schedules can be selected and changed at the same time. For details, please refer to Select Method
(See 6.2) 2, Change Week Schedule property in Property Window. 3, Click "Save"

Delete Week Schedule

1, Select Week Schedule by left-clicking week schedule name in Week Schedule List (Multiple Week
Schedules can be selected and changed at the same time. For details, please refer to Select
Method(See 6.2). 2, Right-click selected Week Schedule 3, Select "Delete Week Schedule".

Start Smart Download

Please refer to“Setup Download(See 4.9.13)".
User can right-click time parameter, then copy the setup items to other rows.

Week Schedule Property

Name

Max. Length of name is 100 characters. For convenience of future management, please assign
different names to different Week Schedules.

Start and End Time

To define time section N: The Start Time N, End Time N. The N value can be 1, 2 and 3. Time format:
hh:mm, mm stands for hour (range from 0 to 23), mm stands for minute (range from 0 to 59). End time
must be latter or the same with start time. When start time is the same with end time, the time section is

unusable.

Instruction for Week Schedule Toolbar

When user hangs the mouse on button, the button function will be shown.

-
Refresh Week Schedule List

Read all Week Schedules from database again, and refresh Week Schedule List.

ﬁ Cancel Operation

Cancel the current operation, the button is unusable when there is no operation.

Instruction for Toolbar Button

""j Save

Save all changed information. If there is no information changed, the button will be unusable.

4.9.4 Network Controller

If ME controller series is used, please connect LAN with controller firstly, then setup IP Address, Subnet
Mask, Default Gateway in the view.

Note: Before setup, please connect all ME controller series on LAN (Do not cross any gateway). If
controller and computer are not in the same network, please connect the controller on LAN and setup it
firstly. After setup completed, connect the controller to target network.
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Click "Setup"->"Network Controller" or click "Network Controller" in setup interface view. Please refer to
the following picture:

-ﬂ's Safesmart Security Platform — Access Control Hanagement System [T”E|§|

Flatform WYiew Segtup Monitor Huery Language Swstem Help

PlUtdPEE LW 90 €

| Setup | Feal-time Monitar | Information Query |
=) Communication Set MRS el 4 s gy e X || Dyhamic Help x
Serial Part | 88 - =

=F Converter =
B MNetwark Contre| = ([ Metwork contl | B Basic Parameter

= @] Schedus 2800 10 FE | Network
ek Scheduls £ 00 1D FE | Contraigy
&2 Holiday Schedu £ 00 10 FE Network controller
=k Hardware Setup £d 001D FEL ist wi ill I
7 Cortrolier £ 0o 10 FE (| @ Communication Parameter it windowr wil st
1 slarm B 00IDFE( 1P Address  192.168.0 245 | @ ”:t‘l'l“mk "
controllers on the
B Door Subnet Mask  255.255.255.0 LAN where -
=5 E_mployee Setup Default Gate... 192.168.0 .1 computer located.
J& Access Group Each netwaork
= Card controller is
& Department represented by its
g %:hEmpIDvee MAC address.
er
% Bﬂl\f\fﬂéﬂzd SEttE < | > MNaotice: Before
pload Even setup, please
Task Report x '
[ Upload Alarm R P connect all netwaork

[16i01i2D] Search. completed. . || controllers on LAN
[16:01:20] + Searching network controlier in LAN, please wal | i are computer

located (Do not
£ |4 | | % || cross any gateway). b

MU Current User: Adrninistrator

Change Network Controller IP Address

1. Select the MAC address in network controller list (User can select multiple controllers, for detail,
please refer to "Select Method"(See 6.2)for more details. 2. Change controller property in left property
window. 3. Click "Save".

Controller Property

Setup Type

Display the type name acquired from controller. The name can be displayed but not changed.

MAC Address

It displays controller physical address (display only, can not be changed). MAC address also called
physical address, hardware address or link address. In order to locate physical communication protocol
and distinguish network devices, network device manufacturer always writes MAC address on
hardware. Two devices can never have identical MAC address.

Version Number:

Display the controller verion number. It can be displayed but not changed.

IP Address

It is the address for TCP/IP network device. The value range is 0-255. Some special addresses can not
be appointed. One network can only have one IP address. If user does not know how to setup, please
contact with the network manager.
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Subnet Mask

IP address subnet mask of TCP/IP network device. Subnet mask ranges from 0 to 255. Subnet is used
to divide IP address into network address and mainframe address. If user does not know how to setup,
please connect with network manager.

Default Gateway

IP address of TCP/IP gateway device, ranges from 0 to 255. Gateway is a network device which works
as a channel between two networks. Gateway address must be appointed when communication
between networks are needed. If user's network is not connected with other networks (including
internet), the value is meaningless. If user does not know how to setup, please connect with network

manager.

Instruction for Controller Toolbar Button

When user hangs the mouse on the button, the button function will be shown.

Search Converter

Search network controller on LAN again, and add the new controller into Controller List.

If the controller is on Internet, please connect it with LAN and setup IP and mask. Software can
not search contoller through internet.

®

Cancel current operations. The button is unusable when there is no operation.

Cancel Operation

Instruction for Toolbar Button

di==

=" According to Classification Sequence
List all check conditions by group

A
L% | etter Sequence

All check conditions are arranged in alphabetic order or pinyin sequence.

[H Save

Save all changed information, if there is no information changed, the button will be unusable.

4.9.5 Holiday Schedule

Holiday Schedule can define one reader for one access group in "Access Group" view. Max. 32
holidays can be assigned in one holiday schedule. The Week schedule within Holiday Schedule will be
ignored.

Click "Setup" ->"Holiday Schedule" or click "Holiday Schedule" in View Switch Over Panel. As in the
following picture:

61



-n's Safesmart Security Platform — Access Control Hanagement System r__”'E”s_(l

Flatform ¥Yiew Setup Monitor Guery Language System Help

FUAIFEE LW @0 €

| Setup | Realtime Maritor | Information Query
= @ Carrmunication Se| HElE[EERE g = X | Dynamic Help x
& Serial Port | P _ HH - = |

=¥ Converter

B2 Metwork Contre = [ Holiday Schedule Lis | E Basic Parameter 2 Holi da‘,-' Scl
=& schedule &2 o bliday Marne* New Holi... List
Wik Schedule = d1ew Holiday Scf Bl Holiday Parameter '
@ ? I;nhdavSScthedu Holiday 1*  Unused This window will list
ﬁﬁrcwu\f:{reoll eer Bal Holiday 2*  Unused all schedules set.
A alarm Holiday 3*  Unused To setup holid
o setup holida
B Door Holiday 4™ Unused sr_h:-:-cluh!,-3 pleasg
=& Eﬂtﬂuvee S:tun Holiday 5% Unused select a holiday
[ Access Group Select #11 Unused schedule in the list,
g Eaerpdartment Beversed Select Unused then change and o
& Emplavee 44 Heliday Schedula Unused Task Repart x
= Other Delete Holiday Schedule Unused [16:04:30] : Refreshing t
¢ Download Setu * Unused [16:04:30] : Refreshing t
{® Upload Event R * Unused

i Upload Alarm R Holiday 12*  Unused

Holiday 13* Unused
Holiday 14*  Unused
Holiday 15*  Unused

- v % >
MUM | Current User: &dministrator

"No Holiday" is reserved Holiday Schedule which can not be changed and deleted. If only reserved
Holiday Schedule is needed, user does not need to enter this view.

Add Holiday Schedule

1, Right-click Holiday Schedule List window 2, Select "Add Holiday Schedule" 3, Change property of
new Holiday Schedule 4, Click "Save" in property window.

Note: The system can support max.64 Holiday Schedules.

Change Week Schedule

1, Select Holiday Schedule by left-clicking Holiday Schedule name in Holiday Schedule List (Multiple
Holiday Schedules can not be selected at the same time) 2, Change property of new Holiday Schedule.
3, Click "Save" in property window.

Delete Holiday Schedule

1, Select Holiday Schedule by left-clicking Holiday Schedule name in Holiday Schedule List (Multiple
Holiday Schedules can be selected at the same time. For details, please refer toSelect Method (See
6.2)2, Right click Holiday Schedule 3, Select "Delete Holiday Schedule"

Start Smart Download

Please refer to “Setup Download(See 4.9.13)".

Holiday Schedule Property

Name
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Max. Length of name is 100 characters. For convenience of future management, please assign
different names to different Holiday Schedule.

Holiday Parameter

Holiday format is MM-DD, MM stands for month, DD stands for day. Once holiday is selected by
clicking option frame, user can input the date for the holiday.

Instruction for Holiday Schedule Toolbar

When user hangs the mouse on button, the button function will be shown.

-
Refresh Holiday Schedule List

Read all Holiday schedules from database again, and refresh Holiday Schedule List.

ﬁ Cancel Operation

Cancel the current operation, the button is unusable when there is no operation.

Instruction for Toolbar Button

&=z

== According to Classification Sequence

List all check conditions by group

A
L% | etter Sequence

All check conditions are arranged in alphabetic order or pinyin sequence.

""j Save

Save all changed information. If there is no information changed, the button will be unusable.

4.9.6 Controller

Attendance management is based on Access control, with most of its functions realized by Access
Control System. Software is used to setup parameters, send order or acquire records etc. The current
software works with all M access controller series (controller and integrated access controller). For
details, please refer to Hardware Connection Method(See 4.1) User can add and setup controller to the

system by software. Please go to "Controller" interface to change controller setup, initialize controller,
adjust controller time and detect controller connection etc.

Click "Management"-"Controller" or click "Controller" in View Switch Over Panel. Please refer to the
following picture:
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Add Controller

1. Right-click Controller List. 2. Select "Add Controller". 3. Change new controller's property in the

property window at the right side. 4. Click "Save".

Change Controller

1. Select the controller by left-clicking controller name in Controller List (User can select multiple

controllers. For details, please refer to Select Method(See 6.2) 2. Change controller's property in the
property window at the right side. 3. Click "Save".

Delete Controller

1. Select the controller via left-clicking controller name in Controller List (User can select multiple
controllers. For details, please refer toSelect Method(See 6.2) 2 . Right-click the controller. 3. Select
"Delete".

Instruction for Other Controller List Menu

Search Controller

Function: Search appointed serial port bus or IP address. The result will be displayed in Task Report.
Start Smart Download

Please refer to “Setup Download(See 4.9.13)".

Detect Controller

Function: Detect connection state and version info of controller selected. The result will be displayed in
Task Report.
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Initialize Controller

Function: Recover controller to initial state.

It is recommended to initialize the new controller before put it into use.

Note: Controller initialization will clear all user setup parameters and recover to default setup All the
event records, alarm records will be lost. Before use this function, please upload all events and alarm
records. After the controller is initialized, please download setup again.

Adjust Time

Function: Setup selected controller time, which is current PC time.

All access permissions of controller are based on controller time. User has to check and adjust
the time of controller before use it. In order to ensure the time is correct, please check the

controller time every half year. Note: Please make sure the time of operation system is correct.

Acquire Current Time

Function: Acquire selected controller time. The result will be displayed in Task Report.

Change Controller Password

Function: In order to avoid any body to change the controller setup or get controller data maliciously.
User can setup password for controller communication. Controller communication password will be
needed after the password setup successfully. Controller password is 4 bits hex numbers, each bit can
be any one among 0-9, A-F. After finish the changed, if it is "Yes" for "Write Controller at once" dialog
box, the software will adjust controller communication password automatically. "NO" is not
recommended to select(only used in controller password exisited and re-install software).

Note: If user forget controller password, please recover to default by Reset Button on controller board.
If password is empty or FFFF, the password is cleared.

Adjustment Communication Password

Function: After new controller is added, please select the new controller, then click the order, the new
controller will be set password by software.

Adjust All Controller Communication Password

Function: All controllers will be set password.

Controller Property

Name

Max. Length of name is 100 characters. For convenience of future management, please assign
different names to different controllers.

Model

Controller models will be displayed in software. User can find controller model in the user manual
delivered with product, or via "Detect Controller" or "Search Controller" in "Controller List" menu.
Door Number

User can change the number of controller's door. If door number can not be changed, the max. Number
of doors supported by the controller will be displayed; otherwise, the door number can be adjusted
according to requirements. When door number is reduced, alarm input and output will be increased
accordingly (For details, please refer to controller User Guide). If output is not enough, extra alarm
extension board can be applied.

Reader Communication Protocol:

To setup the protocol between controller and reader. There are three reader communication protocols:
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Wiegand 26, Wiegand 34, self-defined. Default is Wiegand 26.

When the protocol is self-defined:

Date total bits: It is communication protocol packet length, it includs all valid data, Parity Bit, Filling( also
called invalid data, most of protocols have no Filling). Unit is Bit.

Valid data bit: It is the bit for valid data. Usually, valid data bit includes protocol order code, package
header, package tail, card number, keypad and so on. Unit is Bit.

Communication Mode

Serial port controller can connect with PC via serial port interface or TCP/IP converter. This property
can be changed according to connection mode for serial port controller, but not for network controller.
Connect Serial Port

Please check the serial port number when connect controller with PC via serial port interface. If user
does not know serial port number, please contact with installer and PC manager. The property is
unusable when multiple owners are selected.

IP Address or Domain Name

The IP address is for converter or network controller. If IP address and network domain name are
bounded, domain name should be input. When multiple users are selected, this property can not be
changed. If communication mode is serial port, this property will be hidden.

To change Converter IP address and others, please refer to Converter(See 4.9.2)

Domain name also called network address. It is also the mnemonic name of IP address. If user
uses internet, user can apply it from domain management agency. There are also free domain
name supplied from internet. If user uses intranet, user can build his/her own domain server.

IP Port

IP port is also called network service port. Controller and network controller defaults are 50000. When
multiple users are selected, their property can not be changed. When communication mode is serial
port, this property is hidden.

Controller Address

When multiple controllers connect with a serial port bus (485 bus is frequently applied; 232 bus can
only connect with one device), the controllers can be distinguished by its IP address. When multiple
users are selected, this function can not be changed. Set this parameter as "0"for network controller.
When TCP/IP converter connects with computer, the 485 port of converter can connect with
multi-controllers. If serial port controller connects with computer which does not have 485 port, a
232/485 converter should be adopted.

Door Interlock

User can add multi-doors to an interlock group in a controller. With this function, there is only one door

can be opened at one time in the group.

One door belongs to only one interlock group. If user selects "Yes" here, this door will be
deleted from original interlock group. If there is only one door in an interlock group, the function

is invalid. A controller only can setup two interlock groups. A group has two doors.

A group of interlock doors, if a door is opened, the other can not be opened at the same time. This
function is widely applied in Bank and prison project etc... Please refer to the following two-door

interlock picture.
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The difference between picture 3 and 4 lies in that, the card-holder can not open Door 2 in picture 3.

Please check following interlock information for four-door controller:

Interlock Interlock
No. | Group 1 Group 2 Result
1 Door 1, Door 2, |/ For Door 1, 2, 3, one of doors is opened, others can not be
Door 3 opened. When all the doors are closed, employee can open a
door again.
2 Door 2, Door 3, |/ For Door 2, 3, 4, one of doors is opened, others can not be
Door 4 opened. When all the doors are closed, employee can open a
door again.
3 Door 1, Door 3, |/ For Door 1, 3, 4, one of doors is opened, others can not be
Door 4 opened. When all the doors are closed, employee can open a
door again.
4 Door 1, Door 2, |/ For Door 1, 2, 4, one of doors is opened, others can not be
Door 4 opened. When all the doors are closed, employee can open a
door again.
|
5 Door 1, Door 2, |/ For Door 1, 2, 3, 4, one of doors is opened, others can not be
Door 3, Door 4 opened. When all the doors are closed, employee can open a
door again.
|
6 Door 1, Door 2 Door 3, Door 1 and Door 2 is a group, Door 1 is opened, Door 2 must
Door 4 be closed. Door 3 and Door 4 is a group, only one door will be
opened. Group 1 and Group 2 are independent.
7 Door 1, Door 3 Door 2, The same with No.6
Door 4
8 Door 1, Door 4 Door 2, The same with No.6
Door 3
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Anti-passback

User can establish an anti-passback group by adding multiple readers in a controller system. When a
user presents card on a reader for two times, the door will be opened only in the first time. If user
presents card on the two readers alternatively (in an anti-passback group), the door will be opened
every time.

One reader belongs to only one anti-passback group. If user selects "Yes" here, the reader will
be deleted from original anti-passback group. If there is only one reader in an anti-passback
group, the door may not be opened.

Anti-passback is designed to avoid entering/exiting door via the same reader. By anti-passback,
employee presents card to reader 1 and enter door 1, then the employee has to present card to any
other readers before he can open door 1 via reader 1 again. Anti-passback has two groups with max

four readers in each group. Only the readers in the same controller can be grouped together.

Door

Wx Idk v

]
Inside Reader OQOutside Reader 2. Keep door open and exit the door

) without presenting card to inside 3. Access is denied by
1. Present card to outside reader {Normally, one need to present F"ESF"“W card to
reader to access gard to inside reader for exit) outside reader.

In the picture above, the two readers inside and outside the door are set in to an anti-passback group. If
employee enters via IN-reader and exits without read OUT-reader, the employee can not enter the door

again by reading IN-reader. (Note: the employee in the picture is the same person).
Door 2 Dioor 1

D!% D{D%D?

|
Reader of Reader of

door 2 door 1
2. Keep door 1 cpen and exit.(Mormally 3. Access is denied by
1. f: ;Z';:L:Em on doord reader one need to present card to door 2 presenting card to
reader and exit). door 1 reader,

The case shown in above picture is for two doors. User can flexibly configure the readers as needed.
Anti-passback effectively enhances door management and enter/exit path management. Please note

that a well prepared plan is necessary for an effective reader configuration.

Instruction for Controller Toolbar Button

When user hangs the mouse on button, the button function will be shown.

.
Refresh Controller List

Read all Day Schedules from database again and refresh day schedule list.

% Cancel Operation
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Cancel current operations. The button is unusable when there is no operation.

Instruction for Toolbar Button

&=z

== According to Classification Sequence

List all check conditions by group

A
L% | etter Sequence

All check conditions are arranged in alphabetic order or pinyin sequence.

""j Save

Save all changed information. If there is no information changed, the button will be unusable.

4.9.7 Alarm

M controller series are added more alarm source basic on first generation controller. It can support 4
groups alarm input, 4 groups door-magnet alarm input, 4 exit buttons detection, 4 readers valid
authentication, 4 readers invalid authentication. M controller can connect with external alarm extension
controller. It can support 8 groups alarm output (any 4 groups can link with electric lock by software). 4
groups extension board alarm output. (Each output match with a relay, different controllers are different
numbers of relays, please refer to hardware user manual). User can setup alarm input name, the types
of input devices (Normal Open/Normal Close). User also can setup alarm input trigger corresponding

output, the alarm output name and alarm delay can be set.

Different controller types can manage different input & output number, some of the controller
input&output numbert can be changed when the port number change. Alarm properties window

will desappear or the disable input&output serial will be forbidden.

Click main manu "setup" ->"alarm" or click view exchange windows "alarm" of setup interface to open

alarm setup view , like the following interface:
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The content array of setup interface is semilar to the table, one row present for one alarm input, the left
half is alarm input paremeter, the right half is to see weather the output was operate or not when alarm
single comes. If detect controller can not support 4 input or 12 output, the countpart will turn to grey
which can not operate.

Modify Alarm Parameter

1. In controller list, click controller name with mouse left button, and select the controller which need to
revise (select several controller as to revise controllers at the same time, and the select way can refer
to Select Method(See 6.2)).

2. To change controller alarm properties in right alarm properties window.

3. Click " save" button in the front of properties window.

Other Instruction of Controller Right Menu

Start Smart Download

Please refer to “Setup Download(See 4.9.13)".

Release Alarm

Pupose: Remove selected controller alarm state. if software user do not remove alarm, the authority will
be forbidden.

Activate Security

Function: Selected controller is in alarm state. If the controller does not activate security, there will not
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be any alarm output. But alarm record is still valid (Non activate and dismiss security authorized user
can not use this function)

Dismiss security

Function: Selected controller exits alarm state.( Non activate and dismiss security authorized user can
not use this function) Alarm Properties

Output Name Line:

Output N: name of controller output interface NO.N, and the name should less than 100 bytes.
Extension Output Line: The name for the N output interface on external connection extension board.
Interwork Mode:

Output N: Interwork mode on the N output interface on controller.

Extension Output N: Interwork mode on the N output interface on controller extension board.
Interwork mode consists of “ Synchronous with Input ” and “ Alarm Delay ”,For example:

User setup an input or event (named as A) to trigger an output (named as B). When A happens, B
appears at once;, once A is over, then:

If B interwork mode is "Synchronous with Input", when A is over, B also stops.

If B interwork mode is "Alarm Delay", B will activate alarm for some time and user can setup up the time
on "delay”

Delay:

OutputN: The N output interface alarm relay time on controller.

Extension Output N: The N output interface alarm relay time on controller.

Unit is second. Delay property is meaningful only when the alarm interworking in the same column is
set as "alrm delay".

Alarm Input X:

Input Name: Alarm input name X, with a maximum of 100 characters.

Type: Trigger type of alarm input X. Trigger types:

Output N: Does alarm input X trigger the N output interface on controller.

Extension Output N: Does alarm input X trigger the N output interface on controller extension board.
Alarm input type are “normal open”and “normal close™:

When type is "normal open", once the two touching point of input interface closed(connected) what will
be considered as alarm being.

When type is "normal closed", once the two touching point of input interface cut, what will be
considered as alarm being.

The alarm output type desided by the touching point between alarm devise and controller, not
software.

Door-magnet Input X:

Output N: Does door-magnet input X trigger the N output interface on controller.

Extension Output N: Des door-magnet input X trigger output interface on controller extension board.
To setup door-magnet input type, please go to “Door(See 4.9.8)".

Door-magnet input name is the same with door name.

Door-magnet is used to detect whether the door is open. Some electric locks built-in door-magnet,
door-magnet input will be activated when lock is open.

Exit Button Line X:

Output N: Exit button X trigger the output interface N of controller or not.
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Extension Output N: Exit button X trigger the output interface N of controller extension board.

Setup exit button type please go to “Door(See 4.9.8)".

Exit button name is the same as door name.

Reader X valid:

Output N: Does reader X valid trigger the N output interface on controller.

Extension Output N: Does reader X valid trigger the N output interface on controller extension board.
Other columns are meaningless.

Reader X valid: When present card or input password on reader X, controller will distinguish whether it
can open the channel. If reader X can open the channel, it will be considered as valid.

Reader X Invalid:

Output N: Does reader X invalid trigger the N output interface on controller.

Extension Output N: Does reader X invalid trigger the N output interface on controller extension board.
Other columns are meaningless.

Reader X invalid: when present card or input password on reader X, controller will distinguish whether
the reader can open the channel, if the reader can not open the channel it will be considered is invalid.
Reader X threaten code:

Output N: After reader X input threaten code, does it trigger the N output interface of controller.
Extension Output N: When reader X inputs threaten code, does it trigger the N output interface of
controller extension board.

Other columns are meaningless.

To setup reader X threaten code, please go to “Door(See 4.9.8)".

The Instruction of Controller Toolbar Button

The button's function will appear When mouse stopped above it.

_
Refresh Controller List

Read all the controller date from datebase again to refresh controller list content.

ﬁ Cancel Operation

Cancel the saving operation, if there is no operation,, the button can not be used.

The instruction of properties toolbar button
""j Save
Save all changed information. If there is no information changed, the button will be unusable.

as not modified, the button can no be used.

4.9.8 Door

User can not add or delete doors in software since they are related to the controllers connected. When
add new controllers in software, system will add doors automatically. Different models of controller can
mange different numbers of door. For details, please refer to hardware user manual. User can change

door numbers in software for M controller series. If user change controller model and save it in
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"Controller" setup window, the prior added doors are deleted and new doors will be added. User can

setup all parameters for a door in "Door" view, and the connected reader also can be setup in the view.

Click "Setup"-> "Door" or click "Setup" in setup window. As in the following picture:
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Door List

Please referto

Change Door

1. Select the controller by left-clicking controller name in Controller List (User can select multiple

controllers. For details, please refer to Select Method (See 6.2)). 2. Change controller's alarm property

in the property window at the right side. 3. Click "Save".

Instruction for Other Controller List Menu

Start Smart Download

Please refer to “Setup Download(See 4.9.13)".

4. Forced Open

Function: The function can open the door without considering access group and time limit.

5. Forced Close

Function: The function can close the door without considering access group and time limit.

6. Cancel Force Sate

Function: Cancel "Forced Open" and "Forced Close" for selected door.
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Door Parameter

Name

The name is 100 characters at most. The door name can not be the same for a controller. The door
name can not be changed when multiple doors are selected.

Door Serial Number

Door serial number in controller. It can be displayed but not changed.

Door Lock Relay:

Select door lock output port. It is used only in expert mode. Door lock can connect with any output on
controller, and the outpu will be indicated.

Output port is controlled by relay, so it is called relay output. Output port is also used in alarm output, so

it also called alarm output.

The default is: Door 1 considers output 1 as electric lock relay output. Door 2 considers output 3 as
electric lock replay output. Door 3 considers output 5 as electric lock relay. Door 4 considers output 7 as
electric lick relay.

Start Latch Mode:

When Latch Mode is not selected (the parameter is “No”), the door is opened by valid card, door can be
closed during some delay time automatically. When Latch Mode is selected, door will do not switch
state automatically. For example: If door is open, the door can be closed by presenting valid card. If
door is closed, the door can be opened by presenting valid card. If user do not present card, door will
do not close or open automatically.

Door Normal-open Week Schedule

In some cases, it is necessary to keep the door open for a period of time. In this case, the user can
setup a week schedule in Week Schedule(See 4.9.3), then apply the schedule for the door. The door

will be kept opened during this period of time. It is used only in expert mode.

During normal-open time, the door will keep closed if it is not opened before. This is to avoid

unattended door-open.

Button Type
There are two types of buttons: "normal open" and "normal close". Please setup the property according

to button type.

If setup is wrongly put, the door will be open all the time.

Invalid Button Week Schedule

The exit button should be controlled for certain period of time. In this case, user can setup a week
schedule in Week Schedule (See 4.9.3), and then appoint the week schedule to the exit button.
Consequently, the door can not be opened by pressing the exit button during the assigned time section.
Door-magnet Type

There are two types of door-magnets: "normal open" and "normal close". Please setup the property

according to door-magnet type.

Any incorrect setup will cause incorrect alarm or the door may not be opened.
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Door-open Timeout (s)

In non-forced-open state, once the door magnet detects that the door is not closed within a certain
period of time, alarm will be initialized. The alarming time is the sum of door-open timeout and
door-close time delay.

To avoid unnecessary alarm, please setup the value according to maximum time needed for automatic
door-close. (This is related to the door-closer and the way the door is installed).

Door Lock delay (s)

Please refer to above Door-open Timeout property.

Reader X Name

Set the name of reader X, with max. 100 characters. For the convenience of management, it is
recommended to provide a meaningful name.

Reader X Number

Reader X's number on the controller. It is only for display and can not be changed.

Authentication Mode of Reader X in Controlled Time

Controlled Time: To setup controlled time, please go to Access Group . (See 4.9.9)Access group can
link reader with week schedule and holiday schedule. The period of time which is within the week
schedule while not in the holiday schedule is called the "controlled time" of the staff in the access group;
otherwise, it is called as "uncontrolled time".

The property is used in setup authentication mode of uncontrolled time

Authentication mode:

Open by Presenting card: Employee only presents card on reader in controlled time.

Open by Password: Employee only inputs personal password on reader in controlled time.

Open by Presenting card or password: User can use one of above two ways to open door.

Open by Presenting card + password: Employee presents card on reader in controlled time, then must
input personal password immediately.

Forbid to Open: Employee can not open door during uncontrolled time.

Authentication Mode in Uncontrolled Time for Reader X:

Uncontrolled time: To setup in “Access Group(See 4.9.9)"An access group can link reader with a weed
schedule and holiday schedule. The period of time which is within the week schedule while not in the
holiday schedule is called the "controlled time" of the staff in the access group; otherwise, it is called as
"uncontrolled time".

The property is used in setup authentication mode of uncontrolled time.

Authentication mode:

Open by Presenting card: Employee only presents card on reader in controlled time.

Open by Password: Employee only inputs personal password on reader in controlled time.

Open by Presenting card or password: User can use one of above two ways to open door.

Open by Presenting card + password: Employee presents card on reader in controlled time, then must
input personal password immediately.

Forbid to Open: Employee can not open door during uncontrolled time.

Reader X First-card Authentication

User can appoint a card holder as the first card inEmployee(See 4.9.12) . When reader setup is "No
Need First-card Authentication”, the reader will neglect first card function.When "First-card
Authentication Everyday" is set, the reader will require the first-card to open door before any other
cards (non-first-card), otherwise, the door can not be opened.

Reader X Multi-card Authentication
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This setup need more than one person presents card on the reader within 10 seconds to open the door.
It supports max. 4 persons.

Note: The above card-holders must belong to the same access group. Multi-card authentication can
work with first-card authentication.

Remote Authentication of Reader X

When the setup is "Yes". The door will not be opened even authorized staff presents card to the reader.
In this application, real time monitoring should be applied to monitor all the readers which are remotely
controlled. When authorized staff presents card to the reader, a "remote control" box will pop up. Only
after the software user confirms the identity of the staff, the door can be opened.

Reader X Threaten Code

Threaten code must be 6 bits or empty. When someone inputs threaten code, the door can be opened
and alarm will be sent to control center. If real-time monitoring is in use, the user can get the alarm
information simutanously. It is used only in expert mode.

If card holder opens the door in case of being threatened, he can input threaten code to open door.

Instruction for Controller Toolbar Button

When user hangs the mouse on button, the button function will be shown.

Refresh Door List

Read all door information from database again, and refresh door list.

A
“ﬁ Display Controller Name

Controlled name can be displayed before door name in list. If door is selected, controller name is gray.

ﬁ Cancel Operation

Cancel current operations. The button is unusable when there is no operation.

Instruction for Toolbar Button

&=z

== According to Classification Sequence

List all check conditions by group

A
L% | etter Sequence

All check conditions are arranged in alphabetic order or pinyin sequence.

""j Save

Save all changed information. If there is no information changed, the button will be unusable.

4.9.9 Access Group

To setup employee access priority, firstly, user needs to set up access groups in software; then assign
the readers in an access group which can be accessed by the employee. Additionally, week schedule
and holiday schedule should also be assigned for each reader. Finally, assign the employee into certain
access group in Employee (See 4.9.12)Window.
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Click "Setup" -> "Access Group" or click "Access Group" in setup window. As in the following picture:
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"Prohibit Access Group" and "Administrator Group" have been setup in software. These two groups can
not be changed or deleted. In case only these two groups are to be used, user does no need to enter
the window. Employees in Prohibit Access Group can not open any doors. Employees in Administrator
Group can open any doors. (Administrator may not be able to open the doors due to such system
setups as Controller Anti-passback group, Interlock group, first-card Authentication group, Remote
Authentication, and Multiple cards Authentication and so on.)

Add Access Group

1. Right-click Access Group List. 2. Select "Add Access Group". 3. Change new access group property
on the right of property window. 4. Click "Save".

Note: The system can support max.200 access groups

Change Access Group
1. Select Access Group by left-clicking access group list (Multiple access groups can not be changed at
the same time). 2. Change Access Group property in the right of property window. 3. Click "Save".

Delete Access Group

1. Select Access Group by left-clicking Access Group List (User can select multiple access groups. For
details, please refer toSelect Method(See 6.2)2. Right-click Access Group.3. Select "Delete Access
Group".
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Access Group Property

Name

The name is 100 characters at most. Different access groups should have different names. The door
name can not be changed when multiple doors are selected.

Access Group Parameter

Access parameter list displays all readers added to the system. If "Permit Access" is "No", employee
can not access the corresponding door. If "Permit Access" is "Yes", employee can access the
corresponding door. The time employees can access doors is determined by Week Schedule (See
4.9.3)and Holiday Schedule(See 4.9.5). "Week Schedule" decides the accessible time while "Holiday
Schedule" determines non-accessible time. If Week Schedule overlaps with Holiday Schedule, the
overlapped time is subject to Holiday Schedule. Administrator may not be able to open the doors due to
such system setups as Controller (See 4.9.6)Anti-passback group, Interlock group, and Door (See
4.9.8)first-card Authentication group, Remote Authentication, and Multiple cards Authentication and so
on.

Max. 42 access groups can be set in one controller. A controller can be configured with 16
Holiday Schedule groups and 16 Week Schedule groups.

Instruction for Controller Toolbar Button
When user hangs mouse on button, the button function will be shown.

-
Refresh Access Group List

Read all controller information from database again, and refresh controller list.

% Cancel Operation

Cancel current operations. The button is unusable when there is no operation.

Instruction for Toolbar Button

[H Save

Save all changed information. If there is no information changed, the button will be unusable.

4.9.10 Card

User should add card number into the system before appointing card to card-holders. User can also
manually add card number into "Employee Setup" if card-holder knows the card number.

Click "Management->"Card" or "Card" in setup interface, as in the following picture:
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All added cards can be displayed in Card List. The card list may cover several pages. User can view
cards by using "Page Tools".

Before delete card, report lost card or recover lost card, please select one or more than one cards in
the list. For details, please refer to Select Method(See 6.2).

Instruction for Controller List Menu

Add Card by Controller

Function: select a controller in the software, then present card on any readers connected with the
controller.

Add Card by Distributor

Function: Select the order, then present card on distributor.

Add card in Software Manually

Function: Input start number and end number and add all cards numbered within this number range. If
start number is the same with end number, only one card will be added. When add multiple cards, the
card numbers must be in sequence.

Delete Cards

Function: Delete all selected cards. The card holders will not be deleted.

Report Lost Card

Function: Report all cards selected as lost cards. Please download the information in Setup Download

after the report.
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Recover Lost Card

Function: Recover all lost cards selected.

Controller Property

Card Number

Card recognition code. Card number can be for IC card, ID card, finger print, facial recognition and DNA
recognition. The content of information depends on the types of reader applied.

Card Holder

Display card holder name. To appoint card holder name, please go to "Employee" setup view.

State

State of Card distribution and lost card.

Card Adding Time-SN

The time when card is added in the software. Running number is based at millisecond and is mainly
used to ensure the order of adding card.

Press "Card Adding Time-SN" and add card by presenting card. If the cards are saved in the same
sequence as added, the card order displayed will be in the same sequence as saved. By clicking
different column titles, the sequence of displayed cards will be changed accordingly. User can find the

same function in "Employee" ->"Select non-distributed card".

Instruction for Controller Toolbar Button

When user hangs the mouse on button, the button function will be shown.

ﬁ Cancel Operation

Cancel current operations. The button is unusable when there is no operation.
Page Tools
Page tools are used to change/display current page and set the number of items displayed on one page.

Please go to Page tool Instruction(See 6.1) for more details.

4.9.11 Department

Department is used for query classification, access control system can not effected eventhough no
departments are set, be First name the departments needed, then assign the employees to the

department in "Employee Setup".

To open "Department Setup", Click main menu "Management" ->"Department” or setup window "
Department”, the interface is shown as below:
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Add Department
1. Right click department list 2. Select "Add Department" 3. Change the property of new department. 4.
Click "Save" in property window.

Modify Department
1. Left click department name in department list to select (several departments can not be modified at
the same time). 2. Change property of the new department. 3. Click "Save" in property window.

Delete Department

1. Left click department name in department list to select (several departments can be selected for
deleting at the same time. Please refer to"Select Method"(See 6.2) for more details)2. Right click
selected department. 3. Select "Delete Department"

Department Parameter

Name

Name should be no more than 100bits and the same name can not be used in different departments.
No modification can be made when more than one deparment is selected.

Introduction to Department Toolbar

Hang the mouse on a button To view its function.

.
Refresh Department List
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Read all department data from database again, refresh the department list.

ﬁ Cancel Operation

Cancel current operation. The button is unusable when there is no operation.

Introduction to Parameter Toolbar

=
#="Order by Classification

List all properties by group.

2l
£* Order by Alphabet

All properties are arranged in alphabetic order.

H Save

To save all changes. The button will be unusable if no property change is made.

4.9.12 Employee

Employee is the card-holder which can enter/exit the door. In order to make employee can in/out the
door, user has to appoint a card to the employee and add this employee to the system and one access

group.

Click "Management"->"Employee" or click "Employee" in setup window. As in the following picture.
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The Employee List may cover several pages. User can view employee list by using "Page Tools".

Add Employee
1. Right-click Employee List. 2. Select "Add Employee". 3. Change new employee property window at
the right side. 4. Click "Save".

Change Employee

1. Select employee via left-clicking Employee List (User can select multiple employees, for detail,
please refer to Select Method(See 6.2) 2. Change employee property in property window at the right
side. 3. Click "Save".

Delete Employee
1. Select employee via left-clicking Employee List (User can select multiple employees, for detail,
please refer to Select Method(See 6.2) 2. Right-click employee. 3. Select "Delete Employee".

Instruction for Employee List

Import Employee

Function: Add employees by importing EXCEL files with employee information. Click "Import
Employee", the dialog box "Import Employee from Excel File" will pop up, as in the following picture:

To Import Employee from Exzcel File

B Excel file parameter -
Sheet Mame Sheetl
Import Starting Row 1
Irnport End Row E5536
B Employee Sheet Parameter
Marnz Colurnn Sheet B Colurnn
Code Colurin Sheet C Colurnn
Department Colurnn Sheet D Column
&dd Mon-exist Departrment ko
Card Murmber Colurmn Sheet E Colurmn
Card Murmber Farmat Decimal
Gender Calurmn Sheet K Colurnn
Gender Column MalefFermale
Birthday Colurnn Sheet L Colurnn
Birthday Format YO -MM-0D
Arccess Group Processing ... Do not Inport
Position Colurnn Do not Innport
Education Colurnn Do not Innport
Tel. Murnber calurnn Do not Import Z
| oK | [ Caricel

Excel files may have different formats. The software should be informed about the format information.
Following information is needed for this purpose.

Sheet Name: An Excel file can have multiple sheets. Input the sheet name where the employee located.
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The sheet name is case-insensitive.

Import the Start row and End row: Input the Start row and End row according to the employee list.
Note: Usually, the first row is column information.

Column for Employee Name, Column for XX: The column where the employee's name located.
Other employee properties are indicated in different columns named as column XX.

Add Non-exist Department: When the department in the employee list does not exist, if the value is
"Yes", the department will be added automatically; if the value is "No", the employee will not belong to
any department.

Card Number Format: The card number format of the employee list selected, which is not applicable
when card number column is not needed. A card number may have different formats. Take card number
1715004 as example, the algorism is 1715004, hex (high byte in the front) is 1A2B3C and hex (low byte
in the front) is 3C2B1A.

Gender: Selected employee can be Male / Female.

Birthday Format: Appointed employee birthday can be shown by YYYY-MM-DD.

Start Smart Download

Please refer to“Download Setup(See 4.9.13)".

Employee Property

Name

Name is max. 100 characters. Different employees may have the same name, but the employee code
in software can not be the same. If two employees have the same name, there are two solutions: 1).
Add suffix for the name, such as Jack 1, Jack 2. 2) Input different codes for employees in property.
Code

Code is frequently used as a code for employee. The code is max. 20 characters. Different employee
names will have different codes. This property may not be appointed.

Department

Department of the selected employee. This property may not be appointed.

Gender

Gender of the selected employee This property may not be appointed.

Telephone No.

Telephone No. of the selected employee. The number is max. 20 characters. This property may not be
appointed.

Family Address

Family Address of the selected employee. The address is max. 200 characters. This property may not
be appointed.

Remark

User can input other information of employee. It is max. 200 characters.

Card Number

Card number of selected employee. It can be 8 digits, with 16777214 as the max. Number (hex is
FFFFFE, 3 bytes, 24 bits). If the card number is displayed in decimal system, the "0" in front of the card
number will be ignored.

Card recognition code. Card number can be for IC card, ID card, finger print, facial recognition and DNA
recognition. The content of information depends on the types of reader applied.

User can input card number; or click the button at the right side and select the card in "Select
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Non-distributed Card". The card numbers displayed is the ones added in Card(See 4.9.10) view.If it is
ID card, there are two types of card numbers : 0010869932 165,56492. Input the first type and ignore
the "0" in front (10869932).

Password

The open-door password should be either 6-digit or empty. When "Yes" is selected for "Limited Date",
the password will be unusable.

After the password is set, the controller still needs to detect employee access group and
authentification mode of reader in controlled time, through which to decide whether the door should be
opened.

Access Group:

The access group employee belongs to. This function defined which door(s) the employee can access.
Card Holder is First Card:

To indicate first card. The property is invalid when employee is not assigned with card number. For
details, please refer to“Door(See 4.9.8)"window"Reader X First-card Authentication”property.
Authorized Activate and dismiss security:

When authorized card holder present card for two times in 10s, the system will be dismissed security,
so there will be no alarm output, but alarm record still valid.

Employee Photo

Select employee photo file.

Right-click photo area and following order will be displayed:

1. Import Photo

Function: Select employee photo in the selection box.

Note: The size of employee photo should be 128X96; otherwise, it will be deformed. In order to wipe off
flicker, software will assume the photo is of opaque background. As a result, the photo may not be
displayed properly in case photo background is transparent. Hence, it is recommended to add
background in photo edit software.

2. Clear Photo

Function: Delete employee photo

Instruction for Employee Toolbar Button

When user hangs the mouse on button, the button function will be shown.

ﬁ Cancel Operation

Cancel current operations. The button is unusable when there is no operation.

Page Tools

Page tools are used to change and display current page and setup page display number. Please go to
Page tool Instruction(See 6.1)to acquire more detailed information.

Instruction for Toolbar Button

&=z

== According to Classification Sequence

List all check conditions by group

A
L% | etter Sequence
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All check conditions are arranged in alphabetic order or pinyin sequence.

H Save

Save all changed information. If there is no information changed, the button will be unusable.

4.9.13 Download Setup

All setups completed are saved in computer database. User has to download all setups to controller
before applying them. Usually, user downloads the setup via "Setup Download" after user changes all

system parameters in setup view.

Click "Setup"-> "Download Setup" or click "Setup Download" in setup view. As in the following picture:
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Download Setup

1. Select the controller via left-clicking controller name in Controller List (User can select multiple
controllers. For details, please refer to Select Method(See 6.2) 2. Right-click the controller. 3. Select
"Download Setup”. Note: The order will download all parameters (included employee information) again,

it may spend many time.

In fact, above order can download selected controllers information. Right-click controller list, there are
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orders : “Start Download all Setups”, it can download all controllers that added in software. “Download

Setup”, it is only download the controllers that selected.

Start Smart Download

Atfter click the order, system will only download changed information that different from last time
changed to controller. Due to the changed data is least, the download speed will fast. It is a feature for
this software. Smart Download is recommended. When user is debugging or controller have some
faults, the other download modes are recommended. Other list window in setup interface also have
“Start Smart Download " order, and the operation steps are the same with this order.

The controller alarm record and event record will not be cleared when download controller setup.

When download setup, all event records and alarm events which are stored in controller will be
cleared, so user has to upload all event records and alarm records to computer before
download system setup to controller viaEvent Record Upload(See 4.9.14) and Alarm Record

Upload. (See 4.9.15)

Instruction for Controller Toolbar Button

When user hangs the mouse on button, the button function will be shown.

.
Refresh Controller List

Read all controllers from database again and refresh controller list.

% Cancel Operation

Cancel current operations. The button is unusable when there is no operation.

4.9.14 Upload Event Records

Event occurs once controller begins to work. There are two types of events, one for "legal Card" and
one for "lllegal Card". Card Record Upload is to upload card information record to software database.
Once the uploading is completed, the record will be saved in software database while detected from the
controller.

Controller memory is limited. When memory is full, prior records will be covered by new
records. To avoid record loss, please upload the records in time. The frequency of uploading
can be roughly calculated by dividing total capacity of the controller by the number of records
produced in each day.

To open the view for record upload, click main menu "Setup” ->"Event Record Upload" or "Event

Record Upload" of View Switch Over Panel as below
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Upload Event Record
1. Left click controller name in controller list to select the controller(Several controllers can be selected
at the same time; for more details please refer to "Select Method"(See 6.2)) 2. Right click the selected
controller 3. Select "Upload Record"
Introduction to Event Record List
Note: Lick any list title, the list will be sequenced following the list title. If you multi-click the title. It will
cut over between sort ascending and descending order. Serial NumberA temporary number to indicate
the order of uploaded records.
Event TypeDisplay the types of events:
lllegal card——Invalid card present card or present card in unauthorized time.
Legal card——Open door by presenting valid card
Open Door by Passowrd——Open door by correct password.
Invalid Passowrd——Open door by incorrect password or input password in unauthorized time.
Open Door by Exit Button——EXxit Button is pressed
Open door by threaten code——Threaten code is pressed
Card Number
The number of card (illegal card or legal card event).
Employee
Dispaly card holder or password holder.
Time
The time when event happens, time format is YYYY-MM-DD hh:mm:ss. YYYY represents year; MM for
month; DD for day; HH for hour; MM for minute; SS for second.

ControllerThe controller on which event occurs.
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DoorThe door on which event occurs
ReaderThe reader on which event occurs. It is unuseable for exit button door open event.
Instruction to Controller Toolbar Button

Hang the mouse on a button To view its function.

.
Refresh Controller List

Read all controller data from database again, refresh the controller list.

ﬁ Cancel Operation

Cancel current operation. The button is unusable when there is no operation.

4.9.15 Upload Alarm Records

In order to make sure controller can off-line work, alarm input record and door-magnet alarm record will
be stored in controller memory. Before query the record, user must upload the alarm record to software
database., The alarm record will be deleted from controller after upload completed.

Controller memory is limited. If user does not upload record in time, new records will cover
existing records. The upload cycle equals to Gross capacity divided by the numbers of event
for each day.

Click "Setup"-> "Upload Alarm Record" or click "Upload Alarm Record" in setup view. As in the following

picture:

,hs Safesmart Security Platform — Access Control EHanagement System r__lﬁlﬁl

Platform ¥iew Setup Monitor GBuery Language Zwstem Help
FlédPEELE D0 <
| Setup | Real-time Manitar | Information Query |
=-{# Communication Se Task Report X | Dynamic Help 4
EF is:'i:rleftaer: [16:20:32] ¢ Alarmn record uph) | &= = |
5 [ Contraller List [16:20:22] : Controller "Mew: i
o B %hgga\;;mk Contry S | [165:20:31] : Start to upload ¢ Controller Li
[16:20:21] : Preparing to uple ) ) PN
wieek Schedule . : Refredh Controller list window
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Upload Alarm Record

1. Select the controller via left-clicking controller name in Controller List (User can select multiple
controllers. For details, please refer to Select Method(See 6.2) ). 2. Right-click the controller. 3. Select
"Upload Record".

Instruction for Alarm Record List

Lick any list title, the list will be sequenced following the list title. If you multi-click the title. It will cut over
between sort ascending and descending order. Number

A temporary record code which indicates the sequence of uploaded records.

Alarm Type

Number: A temporary record code which indicates the sequence of uploaded records.

Alarm Type Display the types of alarms:

Door-open Timeout——Controller detects that the door-open time is over than the sum of "Door-open
Timeout" and "Door Lock delay".(Door-magnet input is used to detect door-open state.)

Alarm Input——Controller detects signals from alarm input.

Time: Time: Time of event. The format is YYYY-MM-DD hh:mm:ss, "YYYY" is year, "MM" is month,
"DD" is day, "hh" is hour, "mm" is minute, "ss" is second.

Controller: The controller on which event occurs.

Location of alarm: Display the door where Door-open Overtime occurs; display the name of the alarm

input where alarm occurs.

Instruction for Controller Toolbar Button

When user hangs the mouse on button, the button function will be shown.

_
Refresh Controller List

Read all controller data from database again and refresh controller list.

ﬁ Cancel Operation

Cancel current operation. The button is unusable when there is no operation.

4.10 Monitor Menu

Monitoring mode is designed in access control subsystem. User can real-time monitor card presenting
events, alarm input events and alarms etc. The steps are: 1. Go to Edit Mode (See 4.10.1)to edit E-map.
2. Import background picture and add monitoring points (User can edit multiple E-maps and save). 3.
Go to Monitoring Mode(See 4.10.2) and import an E-map to start monitoring. Events or alarms will be
displayed in list and save in database. If card presenting event happens and card holder's photo is
registered before, the photo will be displayed. If computer is equipped with video compression card,
software will snapshot picture automatically once event/alarm happens.

User can also go to Real-time Monitoring interface via "Monitoring" in main menu.
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Flatform View Setup BulS&8dS Huery Language 3System Help
Edit Mode

Monitoring Mode

4.10.1 Edit Mode

E-map is used in real-time monitoring for card presenting and alarm events. E-map is made up of
background and monitoring points. Background can be building, office or factory pictures. Monitoring
point can be reader, alarm input or door-magnet. E-map must be edited before start real-time
monitoring, and event place or type will be displayed in system E-map. For details, please go

toMonitoring Mode(See 4.10.2).

To edit E-map, please click "Monitoring" -> "Edit Mode" or click "Real-time Monitoring" view. If system is

2
in Monitoring Mode view, user can go to Edit Mode via clicking "Enter Edit Mode" L-/j button. As in the

following picture:
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Dyramnic Help 4
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Edit Map Window

The window displays and edits monitoring A
points and background of the map.

| €

Monitoring Point Instruction:
[

NUM | Current User: Administrator

E-map view is displayed on the left of the window. User can find a tool bar at the top of the E-map
(called map tool bar). Video monitoring view is displayed on the top right of the window. It is used to
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display real-time video picture. If multiple videos are monitored, user can switchover among the videos
by clicking the video names in "Video Door List" Window. If a monitoring point is linked with a video in
E-map, user can switch to view the video picture by clicking the monitoring point. The system can not
display multiple pictures simultaneously. Software will search for the video compression card installed
and acquire door information, then list all the doors in the Door List.

Views of Monitoring mode and edit mode are similar, user can distinguish them by the name
(displayed as "Monitoring Mode" or "Edit Mode") displayed behind map name on the right of map

tool bar window.

Switch between Video Compression Card Mode and DVR Mode

The system supports video monitoring and DVR linkage function. Video monitoring and DVR
linkage can link monitoring point with video input in E-map. Under real-time monitoring mode,
when event or alarm happens for monitoring point, software will display linked video
automatically and snapshot or record, snapshot picture and record can be queried. For details,
please refer to “Real-time Mnoitor Event "and “Real-time Monitor Alarm ”. Software supports
two modes: video compression card and DVR. Video Compression card Mode need install
compression card. DVR mode is network DVR embedded recorder. It only can snapshot under
Compression Card Mode, and the snapshot picture will be saved in PC. It only supports record
under DVR mode, and picture will be saved in DVR hard disk. Please check the compression
card and DVR mode with your supplier.

To switch between the two modes, please right-click video channel window, and select “Start to
DVR Mode " or “Start to Compression Card Mode ", the system will require restart software,
after install, the default is Compression Card Mode.

After start DVR mode, the DVR parameter need be set. Please right-click video channel window,
and select “Setup DVR parameter ” order, the property will be:

Forbid DVR device: the value is “Yes ", it is forbid to use DVR monitoring and linkage.

IP address or domain name: DVR IP address.

IP Port: DVR network service port, default is 8000.

Password: The password for Login on DVR. After finish the setup, click “OK ", software will
login on DVR automatically, and the detect the DVR mode and the number of video channels. All
video channel will be added “Video Channel List Window” .

Map Information

Map information will be displayed at the top right of tool bar in map window. The information
format is "Map Name, View Mode, Fit Window (Current Displayed Rate), Map Size:
Length*Height". For example, "Company office, Edit Mode, Fit Window (100.00%) Size: 820*507".
"Company office" is the name of current E-map. "Edit Mode" indicates the software is in Edit
Mode instead of Monitoring Mode. Please refer to below displayed picture for Fit Window. (100%)
is the display rate of E-map. "852*507" is the size of current E-map.

Build New Map
Right-click map window and left-click "New Map" on popped up menu. The new map has no

background, no monitoring point and can not be saved. The size of new map is fixed as
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"540*360 pixel.

Open Map
Open Map List via right-clicking on the map window and left-clicking "Open Map" on popped up

']
menu, or clicking "Open Menu" (] on map tool bar.

Name an E-map
New map has no name and will be displayed as "Unnamed". When saving the new map, user

will be required to input map name. User can name or rename the map by clicking

"Rename" button on map tool bar. Note: A Map without name or has the same as other maps

existed can not be saved.

Assign Background

Select background picture in selection box by clicking "Assign background” . The system

supports such formats as JPG, GIF, BMP, PNG, TIF, WMF, and FMF. If GIF is in motion format,
only the first frame will be supported. WMF and EMF are vector graphs from Microsoft
corporation. To avoid background deformation, vector graph is recommended. Many vector
graph software can export WMF or EMF files. Examples are AutoCAD, CorelDraw, and Freehand

etc. The map size will be the same as the new background once the background is added,

Clear Background

Clear background picture by clicking "Clear Background" button on map tool bar. The

default map size is "540*360". Note: If multiple layers or locations are to be monitored at the
same time, user can combine the plan graph of the layers/locations into one background. As
shown in the above map, there are two buildings in the map, with one at the right and one at the
left.

Add or Reduce Monitoring Point

Software only monitors the locations added in the map. To add or reduce monitoring points,

please click "Add or Reduce Monitoring Point" on map tool bar, then "Add or reduce

Monitoring Point" appears (as in the following picture).
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Add or reduce monitoring point

Controller Mame  Attached Bus Address || Display = Mame Type Pt

Bank Gate Setial port 1 1 O 1-Enter Reader 1

Office & Serial port 1 0 1 I Erter Reader o
1 3-Enter Feader 3
4-Enter Feader 4
| 1 Door Mag... 1
2 Door Mag... 2
1 3 Door Mag... 3
4 Door Mag...
Alarm Input 1 Alarm Input 1
F Alarm Input 2 &larm Input 2
1 Blarm Input 3 Alarm Input 3
| Alarm Input 4 Alarm Input 4

User can select a controller in controller list on the left, and then all monitoring points of the
controller will be displayed on the right. One line is a monitoring point. User can add a

monitoring point by ticking the square ahead of the point. User can add monitoring points of
different controllers without number limitation. However, for better real-time monitoring, it is

recommended not to add too many monitoring points on one map. New monitoring points will

be displayed as icons on top left of the map. Reader iconsEindicate card presenting,

door-magnetlEI(or door open or close, and alarm inputgfor alarm input signal. If user hangs

mouse on an icon, the name and type of the icon will be displayed. This information can also be

displayed by clicking the "Display Sticker" button under the icon @(the icon can be hidden or

displayed).

User can select monitoring point by clicking the monitoring point icon in the map directly;

then delete the monitoring point by clicking "Add or Delete Monitoring Point". When monitoring

point is selected, the iconEwill turn into blueE.

Move Monitoring point

User can move monitoring point icon to the location needed.

Link monitoring point with video
Link monitoring point with video to realize two functions: 1. Turn to the video window by
clicking monitoring point icon in the map. 2. Under monitoring mode, when event or alarm

happens, the related video will be displayed automatically and a JPG snapshot picture will be
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saved. To link monitoring point with video, please select a monitoring point icon and drag it to

the target video name. The cursor turns into, then release the mouse, the monitoring point
will be displayed in video list, indicating the link is established successfully. To change link,
user can follow the same steps as above. To delete link, right-click monitoring point in "Video

Door List" window and select "Delete".

Save and Save as E-map

After change, user can save the E-map in system by clicking "Save" button [H on map tool bar.

For new map, please input map name.
Right-click any place of the map, select "Save as" and input new name in popped up dialog box

to save the map. The primary map will not be deleted.

Delete E-map
To delete the map saved in the system, right-click map window and then click "Delete Current

Map". The map is deleted once "The map is deleted from database" appears.

Switch fit mode
There are two display modes: "Fit Window" mode And "Fit Background" mode. Map can be
displayed in full window under "Fit Window" mode. In this mode, the map will change with the

window and all information will be displayed in the map. In "Fit Background" mode, the actual

size of the map will be displayed,, as in the following picture:
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The window displays and
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background of the map.

I
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To switch fit mode, click "Fit background" button @on map tool bar.

Zoom infout Map

User can enlarge map by "Zoom In" button q‘- (with max. 16 times-enlarged); while minimize
map by "Zoom Out" button q(with max. 10 times minimized). After user clicks "Select Zoom

Region" button i the selected zoom region will be enlarged by moving the mouse. When the

map is enlarged to 16 times, the function is unusable. Note: When map is enlarged or minimized,
monitoring point icon and size ratio will not be changed (it is related to fit mode). The size of

map can not be changed; which is the same with the original background.

4.10.2 Monitoring Mode

Current monitoring point can be monitored under real-time monitoring, and the events can be displayed
in E-map and list. There are two kinds of monitoring modes: event monitoring (card presented) and
alarm monitoring; both can be used at the same time. Event monitoring monitors readers in the map.
When card is presented to a reader, the reader icon will flash and event information will be listed in
Event List (employee photo will be displayed if it is set in advance). Alarm monitoring monitors
door-magnet and alarm input in the map. If door is not closed or alarm input device is triggered, the
related icon will turn into red and flash all the time until alarm signal is stopped.

The steps: 1. Create map in Edit Mode in real-time monitoring interface (See 4.10.1)2. Cut over to

monitoring mode. 3. Select map 4. Start monitoring. To enter monitoring mode, please click

"monitoring" —> "Monitoring mode" or click "Real-time monitoring" button in function interface. If

software is in edit mode, it can be switched to monitoring mode by clicking "Enter Monitoring Mode" ,

as in the following picture:
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E-map view is displayed in the left of window. Background picture and monitoring point can be
displayed. User can find a tool bar at the top of E-map (called map tool bar). Video monitoring view is
displayed in the top right of window. It is used in displaying real-time video picture. If multiple videos are
monitored and monitoring point is linked with one video, user can switch to the video by clicking
monitoring point in the map. In the occurrence of event or alarm, the video will be displayed
automatically and a JPG snapshot will be saved in software. Event List window and Alarm List window
are displayed on lower left corner in above picture. Event window displays event information, while
alarm list window displays alarm information. The two windows are grouped; in this case, window will

be activated automatically when information is produced. For details, please refer to View, Window and

Layout. (See 4.4)

The views of monitoring mode and edit mode are similar; user can find the mode type on the

right side of the tool bar.

Map Information

Map information will be displayed at the top right of tool bar in map window. The information format is
"Map Name, View Mode, Fit Window (Current Displayed Rate), Map Size: Length*Height". For example,
"Company office, Edit Mode, Fit Window (100.00%) Size: 820*507". "Company office" is the name of

current E-map. "Edit Mode" indicates the software is in Edit Mode instead of Monitoring Mode. Please
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refer to below displayed picture for Fit Window. (100%) is the display rate of E-map. "852*507" is the
size of current E-map.

Import E-map

When monitoring is stopped, click "Open Map" = to start E-map list and then double-click the map

needed.

Start Monitoring

After select an E-map, click "Start Monitoring"button . If "Monitoring started" appears in Task Report

window, monitoring starts and the "Start Monitoring" will turn into "Stop Monitoring". Note: If controller
communication is abnormal, the monitoring may not be started or stopped automatically.

Stop Monitoring
User can not exit the program, switch to other views or import E-map before stops the monitoring. User

can stop monitoring by clicking "Stop Monitoring" buttonon monitoring tool bar. If "Monitoring

stopped" appears in Task Report window, the "Stop Monitoring" will turn into "Start Monitoring".

Zoom Map
For details, please refer to "Edit" mode(See 4.10.1)-> "Zoom Map".

Display or Hid Sticker
For details, please refer to Edit Mode(See 4.10.1)-> "Add or Reduce Monitoring Point".

Instruction for Monitoring Tool bar

Following icon without expression, please refer to above information.

El—‘]] Start Event Sound

In case of event occurrence, sound indication will be initiated. User can turn on/off the sound by clicking
"Start Event Sound" button.

%ﬂ] Start Alarm Sound
In case of alarm, sound indication will be initiated. User can turn on/off the sound by clicking "Start

Alarm Sound" button.

% Clear Event List

User can use "Clear Event List" button to delete extra data.

@' Clear Alarm List

User can use "Clear Alarm List" button to delete extra alarm data.

@ Monitoring Option
Click this button to open Monitoring Option dialog box , as in the following picture:
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The properties in the dialog box are used to define monitoring activities, as described in the following:
Debugging Mode: When debugging mode is started, debugging information will be displayed in Task
Report window. The information is mainly provided for software developer, instead of for end user.
Maximum Retry Times: When controller communication is abnormal, software will retry the
communication. If retry time is more than the value preset, monitoring on the controller will be stopped.
Alarm Sound Device: If "Sound Card" is selected, software will send alarm sound via loud speak
devices (such as earphone, stereo etc.). If "Speaker" is selected, the speaker of computer will send out
the alarm.

Monitoring Event: If "Monitoring" is selected, the event will be monitored, otherwise, it is hidden.
Monitoring Alarm: If "Monitoring" is selected, the alarm will be monitored, otherwise, it is hidden.

4.11 Query Menu

System information such as software setup information, controller working information, and software
statistics data etc. will be saved in database; User can query data via Query menu. The Query result
will be displayed in "Query Result"(See 4.5) window. Note:Only the query information displayed in

Query Result can be printed and exported into Excel format.

Flatform ¥iew Segtup Monitor Langunage System Help
Controller Information
Door Information
Employee Information
Card Information
Event Record
flarm Report
Beal-time Monitoring Ewent
Beal-time Monitoring Alarm
Swstem Log
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4.11.1 Controller Information

User can query information of controllers which have been added to the system.

Click "Query"->"Controller Information" or click "Controller Information" in Query interface, as in the
following picture:
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oor Quantity Hors button. The query result is

[ Systemn Log displayed in "Query result”
window.
b
[ | €| I¢ & = |1 & | [B) Page 1/1 pageis)
Mo, Marne Attached Bus Ad... | Model Da..
1 Bark Gate Serial Port 1 1 4
2 Office A Serial Port 1 0 1
¢ | B[ W

MUM | Current User: Administrator

Please refer to"View Window Introduction”(See 4.5) for more details.

Controller Information Query
1. Select Query Condition in Controller Information window. 2. Click "Query" button in Controller

Information window. The query result can be printed or exported into Excel format.

Controller Information Fuzzy Query
1. Select Query Condition in Controller Information window. 2. "Fuzzy Query" button in Controller
Information window. The query result can be printed or exported into Excel format.

Instruction for Query Condition
When setup multiple conditions, only the information which fulfills all the conditions can be found. If a
condition is empty or shown as "all XXX", it indicates that this condition can not be used.
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Location of Connection

Appoint the connection location of controller to be queried. When "All Locations" is selected, controller
position will not be considered.

Name

Input controller name.

Model

Select controller model; Door Quantity will be in gray when other conditions except "All Models" are
selected.

Door Quantity

Select controller doors (1, 2 and 4 can be selected).

Instruction on Toolbar Button for Controller Information

Hang the mouse on a button to view its function.

&=z

== According to Classification Sequence

List all check conditions by group

A
L% | etter Sequence

All check conditions are arranged in alphabetic order or pinyin sequence.

ﬁ Cancel Operation

Cancel current operations. The button is unusable when there is no operation.

Q° Refresh Controller List

Query information according to Query Condition.

Q- Fuzzy Query

For query by characters, Fuzzy Query can be applied. For example: Fuzzy Query with "Jackson" as the
first name, all employees named with "Jackson" (in first/given/middle name) will be selected; while
Query with. "Jackson" as the first name, only employees with first name "Jackson" will be selected

Instruction on Toolbar Button for Query Result

Export as Excel

Export an Excel file according to current query results.

Page Tools
Page tools are used to change and display current page and setup page display number. Please go to
"Page tool Instruction T. E.i}i#/{"(See 6.1) to acquire more detailed information.

4.11.2 Door Information

Controller query is to query current door and its setup.
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To open door query view, click main menu "Query" ->"Door Information” or View Switch Over Panel
"Door information” .

Since query view and query operation are similar, please refer to "Controller Information" (See

4.11.1)for more details.

Query Condition

When there are more than one query conditions, only the information which fulfills all the conditions will
be displayed. If query condition is empty or "for all xx", the query condition will not be considered
Connection Position

The location of the connection between controller and the quried door .

Name

The name of the quried door .

Controller

The controller name where the quried door located.

4.11.3 Employee Information

Query employee information is to query personal information and card-holder access group information
including Name, Number, Department, Card Number, Access Group, First-card, Dismiss card and
Activate security, Validity of Card Usage, Gender, Birthday, Position, Education, Tel. Number, and
Address etc.

To open Employee Information View, click main menu "Query" ->"Door Information" or query view "Door
information”

Since query view and query operation are similar, please refer to "Controller Information"(See 4.11.1)for

more details.

Query Condition

When there are more than one query conditions, only the information which fulfills all the conditions will
be displayed. If query condition is empty or "for all xx", the query condition will not be considered
Name

Name of the card-holder

Card Number

Card number of the card-holder

Department

Department where the employee is in. Single or all departments can be selected.

Access Group

Employee access group.

Gender

Employee gender

Range of Age

Range of age to be quried. To query employees of all age, set the range from 0 to max. age.
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4.11.4 Card Information

Card information query is to query Card Number, Holder Code, Status, Time of adding card,
Card-running Number etc.

To open Card Information View, click main menu "Query" ->"Card Information" or query view "Card
Information”.

Since query view and query operation are similar, please refer to "Controller Information"(See 4.11.1)for

more details.

Query Condition

When there are more than one query conditions, only the information which fulfills all the conditions will
be displayed. If query condition is empty or "for all xx", the query condition will not be considered

Card Number

Card number of the card-holder

Name

Name of the card-holder

Status

There are several selections: All Status, Assigned, Not-Assigned and Lost Card.

4.11.5 Event Record

Event record query is to query the information when card-holder presents card, inputs password and/or
presses keypad. The query includes Event Type, Card Number, Employee, Time, Controller, Door, and

Reader.

To open Event Record View, click main menu "Query" ->"Card Information” or query view "Card

Information” .

Since query view and query operation are similar, please refer to Controller Information(See 4.11.1)"for

more details.

Query Condition

When there are more than one query conditions, only the information which fulfills all the conditions will
be displayed. If query condition is empty or “for all xx", the query condition will not be considered
Department

Department where card-holder is in. Single or all departments can be selected.

Name

Name of the card-holder who presents the card.

Reader

Query by the reader to which the card is presented. Single or all readers can be selected.

Event Type
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Event types includes: All Type, Legal Card, and lllegal Card.
Start Time

Only query the card records after start time.

Ending Time

Only query the card records before end time.

4.11.6 Alarm Record

Alarm Record Query is to query alarms such as Door-open overtime, lllegal Enter, Alarm input etc..
Content of query can be Alarm Type, Alarm Time, Controller, and Location of Alarm etc..

To open Alarm Record Query, click main menu "Query" ->"Alarm Record" or query view "Alarm
Record" .

Since query view and query operation are similar, please refer to "Controller Information"(See 4.11.1)
for more details.

Query Condition

When there are more than one query conditions, only the information which fulfills all the conditions will
be displayed. If query condition is empty or "for all xx", the query condition will not be considered
Controller

Controller which receives or initiates the alarm. Single or all controllers can be selected.

Alarm Type

Types of alarm can be: All Type, Door-open overtime, lllegal Enter, and Alarm Input.

Start Time

Only query the alarm records after start time.

Ending Time

Only query the alarm records before end time.

4.11.7 Real-time Monitor Event

After real-time monitoring is started, the event information can be queried in the system. The real time
event records may not be complete due to communication capability. Snapshot picture can be
displayed in Real-time Monitoring Event interface. User can query by: Event Type, Card Number,

Employee, Time, Controller, Door, Reader, and Snapshot etc.
Click "Query" -> "Real-time Monitoring Event" or "Real-time Monitoring Event" in query view.
Left-clicking event query result, a snapshot picture will be displayed in Snapshot Preview window if the

picture has been stored with the event. If the event linkage with DVR video, the snapshot picture will be

displayed in window. For details, please refer to Controller Information.(See 4.11.1)

Instruction for Query Condition

When there are more than one query conditions, only the information which fulfills all the conditions will
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be displayed. If query condition is empty or "for all xx", the query condition will not be considered
Department

Department where the card holder is in. Single or all departments can be selected.

Name

Name of the card-holder.

Reader

According to card presenting information, user can select all readers or signal reader to query.
Event Type

The types are: All Types, lllegal Card and Legal Card.

The Range of Start

Query the records after the Starting Card Records.

The Range of End

Query the records before the Ending Card Records.

4.11.8 Real-time Monitor Alarm

After real-time monitoring is started, the alarm information can be queried in the system. The real time
alarm records may not be complete due to communication capability. Snapshot picture can be
displayed in Real-time Monitoring Alarm interface. User can query by: Alarm Type, Time, Controller,

Door, Reader, and Snapshot etc.
Click "Query" -> "Real-time Monitoring Alarm" or click "Real-time Monitoring Alarm" in query view.

Left-clicking event query result, a snapshot picture will be displayed in Snapshot Preview window if the
picture has been stored with the event. If the record have DVR video, the software will connect with
DVR automatically, and the video snapshot picture will be displayed in window. For details, please refer
to Controller Information.(See 4.11.1)

Instruction for Query Condition

When there are more than one query conditions, only the information which fulfills all the conditions will
be displayed. If query condition is empty or "for all xx", the query condition will not be considered.
Controller

The controller which produces or receives alarm. All controllers or single controller can be selected.
Alarm Type

The types are: All Type, Door Open Overtime, and Alarm Input.

The Range of Start

Query the records after the Starting Card Records.

The Range of End

Query the records before the Ending Card Records.
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4.11.9 System Log

All operations carried out will be saved in software log and user can check the log by" System Log
Query".

To open system log query, click main menu "Query" ->"System Log" or View Switch Over Panel
"System Log".

Since all query views and query operations are similar, please refer to "Controller Information" (See

4.11.1)for more details.

Query condition

When there are more than one query conditions, only the information which fulfills all the conditions will
be displayed. If query condition is empty or "for all xx", the query condition will not be considered
Employee

The name of operator

Start Time

Only query card records after the start time.

End Time

Only query card records before the end time.

4.12 Language Menu

The menu will list all the languages supported by the software. User can change the interface language

by selecting the language needed.

Platform WYiew Setup Moniter Guery BENESEEES Sy=tem Help

v English
fElEE P I

4.13 System Menu

Most functions are implanted in the software plafrom. Only one subsystem works at one time. This

menu is applied for the switchover from one subsystem to another.

Platform WYiew Setup Moniter BHuery Language

v Access Control Management System

Attendance Management System
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4.14 Help Menu

There are four functions in help menu, including "Quick Start", "FAQ", "Content and Index", and "About".

Flatform ¥iew Setup Monitor Buery Language Swstem
Buick Start. .. F3

Fal. .. Fz
Contents. .. Fl
fbout. ..

Quick Start
Quick start introduces basic functions of the software by demonstrations and examples, which is
applied for user's quick learning.

FAQ

User can refer to FAQ for frequently asked questions.

Content and Index

Display main help (content and Index).

About

Information on Version, copyright, and List and version of Subsystems Installed.

5. FAQ

Why the software can not link with database after installation?

Answer: Possible reasons are

1. System operator can not write in the installation directory.

Solution: Change the directory authority or install the software in directories where user can write in.
2. Database problem. The software adopts MDAC2.8 of Microsoft. This problem happens when
database installed is incomplete (this frequently occurs for pirate software), prohibited by firewall and
damaged by virus or anti-virus software,

Solution: Turn off the firewall or re-install the software after clearing virus. If the problem still exists,

please try it again after re-install the operation system.

Why some Menus, Toolbar Buttons, Setup Interfaces, Views and Properties can not be found.
Answer: Software has Expert Mode and Non-expert Mode. Under Non-expert Mode, many functions

will be hidden. Please click main menu "Platform" ->"Expert Mode".

Why some Menus, Toolbar Buttons, Setup Interfaces, Views and Properties are unusable?
Answer: Possible reasons are:

1, User has no permission to use this function. 2, The order is not applicable in this case. 3, The
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selected component can not be deleted or changed. 4, When several components are selected at the
same time, some orders can not be applied.

What can be done when some windows are hidden or layout is completely changed?
Answer: The easiest way is to click main menu "View" ->"Restore View Layout". For hidden window,
user can open the window again by clicking corresponding order in "View".

Why the Real-time Montor Record can not be looked as Upload Record?
Answer: Real-time Monitor has requirement in time, if the record can not be dealed in time which will
result in record lost, while Record Upload is more reliable.

Why some records lost during uploading?

Answer: Possible reasons are:

1 User does not upload the records before initialize controller, recover to factory default and download
setup.

2 Memory is full and prior record is covered by new records.

3 Users present card too fast for the reader to read.

What can be done when forget login password?

User can pack the database to your supplier for help. Effective management of the password is strongly
recommended.

Why the "Save" button is still unusable after property is changed?

1. User does not click "Enter" to confirm the change (User can also left click any other property to
confirm). 2. The changed parameter is the same as in database hence save is not necessary.

6. Addenda

6.1 Instruction for Management Toolbar

Items are displayed in window and may cover several pages. There are many icons in the toolbar, as

shown in the list below:

Refresh Current Page

Read current page items again from database.

I« Home Page

Display the first item
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Previous Page

Display the items in prior page

- Next Page

Display the items in next page

! End Page

Display the last page
ol

Turn to Appointed Page

After input page number, click "Turn to Appointed Page" to access the appointed page.
Setup Number of Rows on One Page

Setup the row number in a dialog box.

Page X/ Total N Pages

Current page number and total page number will be displayed at the end of Toolbar. X stands for current
page number and N for total page number.

6.2 Select Method for Items of List

Single Select
Left click or move cursor (up/down/left/right) to select an item.

Multiple Select
1, Add an ltem

Press "Ctrl" and left-click an item to add.

2, Cancel selected ltem

Press "Ctrl" and left-click selected item.
3, Select Range
Firstly, select an item; then Press "Shift" and left-click another item. All items between the two items will

be selected.

Note: Frame selection is not supported. Cursor works with "Ctrl" or "Shift" for selecting multiple items.

109



	1. Brief Introduction
	1.1 Summarize
	1.2 New Features
	1.3 Areas of Application

	2. Installation Guide
	2.1 Installation Requirement
	2.2 Installation Steps

	3. Quick Start
	3.1 Software Login
	3.2 Setup Serial Port Communication
	3.3 Add Controller
	3.4 Test Conmmunication and Adjust Time
	3.5 Door Setup
	3.6 Register Card
	3.7 Setup Employee Information
	3.8 Setup Download

	4. User Manual
	4.1 Hardware Connection
	4.1.1 Controller Hardware Interface Map
	4.1.2 RS232 Connection Way between Controller and PC
	4.1.3 RS485 Connection Way between Controller and PC
	4.1.4 The Connect between Controller and Network
	4.1.5 Electric-Lock Using Method
	4.1.6 Door-magnet and Alarm Light Connection

	4.2 Start Program
	4.3 Introduction to Main Interface
	4.4 View, Window and Layout
	4.5 Window Introduction
	4.6 Property Edit
	4.7 Plateform Menu
	4.7.1 User Management
	4.7.2 Relogon
	4.7.3 Change Password
	4.7.4 Print Preview
	4.7.5 Print Preview
	4.7.6 Page Setup
	4.7.7 Database Management
	4.7.8 Expert Mode
	4.7.9 Exit

	4.8 View Menu
	4.9 Setup Menu
	4.9.1 Serial Port
	4.9.2 Converter
	4.9.3 Week Schedule
	4.9.4 Network Controller
	4.9.5 Holiday Schedule
	4.9.6 Controller
	4.9.7 Alarm
	4.9.8 Door
	4.9.9 Access Group
	4.9.10 Card
	4.9.11 Department
	4.9.12 Employee
	4.9.13 Download Setup
	4.9.14 Upload Event Records
	4.9.15 Upload Alarm Records

	4.10 Monitor Menu
	4.10.1 Edit Mode
	4.10.2 Monitoring Mode

	4.11 Query Menu
	4.11.1 Controller Information
	4.11.2 Door Information
	4.11.3 Employee Information
	4.11.4 Card Information
	4.11.5 Event Record
	4.11.6 Alarm Record
	4.11.7 Real-time Monitor Event
	4.11.8 Real-time Monitor Alarm
	4.11.9 System Log

	4.12 Language Menu
	4.13 System Menu
	4.14 Help Menu

	5. FAQ
	6. Addenda
	6.1 Instruction for Management Toolbar
	6.2 Select Method for Items of List


